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e ARL: Authority Revocation List

e CA: Certificate Authority or Certification Authority

» (CAA: Certification Authority Authorization

o CABF: CA/Browser Forum

o CPS: Certification Practice Statement

o CRL: Certificate Revocation List

e (SR: Certificate Signing Request

e CT: Certificate Transparency

* DN: Distinguished Name

e DNS: Domain Name System or Domain Name Service

e FIPS: (US Government) Federal Information Processing Standard
e FQDN: Fully Qualified Domain Name

e HSM: Hardware Security Module

o HTTP: Hypertext Transfer Protocol

» [CANN: Internet Corporation for Assigned Names and Numbers
» [ETF: Internet Engineering Task Force

e NTP: Network Time Protocol

e OCSP: Online Certificate Status Protocol

e QID: Object Identifier

e (OV: Organization Validation

o PKCS: Public Key Cryptography Standard

e PKI: Public Key Infrastructure

e PKIX: IETF Working Group on Public Key Infrastructure
* RA: Registration Authority

e RFC: Request for Comments (IETF.org)

e SCT: Signed Certificate Timestamp

e SHA: Secure Hashing Algorithm



e SSL: Secure Sockets Layer

e TLS: Transport Layer Security

e URL: Uniform Resource Locator

e UTC: Coordinated Universal Time
2. AN 2 ARz A9

GSSL CAE JASHFTF Y w4 o8& 7|53t HHsiH, Zg WA
H S ) ALo] E(ssl.gpki.go.kr)oll Al A kot
2.1. A4
1Z7| A AAL AZYF-ZH(CPS)E Z&3sl] TS ARE A A FTh
o AFSHF=Z(CPS)
o 71 HIZo EEHE 7FYA )ASA #HA HS(CRL)
o 7HE FHIo EgEE AF71HE ASA HA HE(ARL)
o FHAH ASVIH Z AT AFSA
o 1 4o FINVF BRI FAEHE Ve FA4 e AR
U718 AFFF22CP)Y MA = 7 ool F/HE A4

YAtol Eo AlA G

Y ALo] E ¢ ssl.gpki.go.kr

AAw Y gssl@klid.or.kr

% :(03923) A& wlEF AYZ 301
Al . +82 1661-9088(Ext. 2)
- +82 02)2031-9363

[t

%
s
ul

2.3. AEFN F7]

ZFA4A IEA Y AEA #HA EF5CRLES #d AAET, AF7]
AZFA2l AFEA HA EZ(ARL)S 4 364vict A= A&7+
Z 4l CA/Browser Forume| F7Ae] wet AFHF=2(CPOS HAa
13] 7)74 gkt

re rlo g



2.4. < &A

o

W
M

%

+

ol
TH
B

JF
J)

0

AZ71 % YArol o] A

e
~

ASA e BA 5 DN AA

ITU X.509

DN A A=

o o

z=

3 4
1 o]

o
u

‘.mo

&l Punycode %

=
=

= &=

)

ks
pul

ol
Y
ﬂ

4 DNe] &/
2 22 fa4d HAAHOV) 549 DN

=
o

A

3.1.1.

2=

AAE F3

o
=

7+

CN=g§ Alo] E URL

‘mO
)
ﬂ

L-#73

fa
b

S=A|
C==7}

ol
e
N
Njo

—_—

0

(Issuer DN) R0l 2]H]

ol &

)

,mo

ol
ﬂ.ﬂ

No

0

o1Zx] DN 732

3.1.4.

—_
"o

ol

ol &

afA A

e

3f

9]

2] 7] 7ICANN) |

(Subject Alternative Name) W 7]4%]

(Fully Qualified

=
=



o)
o
o
A

.

KA

)

3.2.24 (=WQl Q= o =

o
| .

Domain Name, FQDN)

AN B fUSA RelHE A

(Trade marks)e] A}-&

-
Ea

CAEA A

o

g

~

ol
=

(CSR,

3|

8

A 2

o

—

Certificate Signing Request) 32

(CSR) &=+

3|

8

o] JAFA A 2%

& Al
o 1

1571 & Al PKCS#10

o
pis

718

<

|

A
fald

—_—

0

o

T

o)

—

N

ZATEHCPYY LTAGS

]

o
pis

s Wl uelA AR =

S

ZHSubject) AR = E
AFSHF=2(CPS)e] Hxfoll me} A

CIRE
ZAREHCPYNA B2

]

[e)
pi

B

B

=y

b},

S ook 7

TS

3

N
Ko

—_—

W_. 5
- B

oy
Y

N}

2
el 2YA 9A(Fa

O %O

N

—_—

r

—_—

o)
o

o

_10_



A2/ /e 27 §RA FAHOV) A2A 4 A Be F ) oS
53 ATHE AR olSAY dHLTFES B3 AU F4E Hdn
. AT AY, B4 EE T JRE BV AR @

. A71AoE PuolEdw Aol AFHE AR HolEue] 2
. ATl o AolE W BE

= A xﬂ o]x% 2 Al Z3 A

(

>

HI‘ oL,
>
9
r
JS‘i
,—>i

\1
— O
9;
—h
?& .
Ir
oZi
é
e
£
ot
y

2ol 370 ol gE R

AL 5 9lE A3A ElolE w0l 2ol A
9 A% FAH s YA EA AD)

I % Qe AR dolEuMo) (e 1l4cokr BolAq Feld
At A7 D A4 FRI

N > of ol >

e[ e ol
N
H,
= O
Y
T
e
ol
HI
mlm

9

o
2
(E
I for
HU

A }(OV) AZFA 9] 2/AHSubject)
T Atk A7) Ho) Zﬂ%?l HEE AT &
ZF EﬂolEiﬂﬂo]i% Hlﬂﬂi Asdth. Fho FAEFOIY
EFo] JoH 43t Fgginh
713o] AFA 9 A%Z}(Sub]ect) oo x3qH FAE AASE=
EH Rl 72 e Zrh

=7} o] 2(Country Name, C): ISO 3166-1 Alpha-20] W& F A9
o7 B AR(H7F olF BBV e Ae, d5TIHe A
AA X G =7F o]9e & =t &dH [PFAcA
WABE7] s ZEA AWME AR
Z)"KState or Province, S): ISO 3166-2¢)] w& F =& A9
A, B, 2)8] ofojrt obd FA WA ARE-

S A(Locality or City, L): Locality =+ A E& nl29]

2l o
o o LT~ S
N

Lln
HIQL
y

N PN

N

w

i

2

® 1o O ol
i) OIN 1

A7)

r o

N

B>
o
ro
o|N
2

ol
o

ke
rlr

s Of X o AN >
> 18
Jm
M

o
Yo N o o

ree o rr
>
o
ot
‘0
i)
2
2
R
o
ro
i
N
B>
o
s
1o
>
oX
R
-3

i,
2

N,
=)
rlo
J[m
o ME
r
o
%
-
o
o
Mo
ye,
fu)
rg
o
1>
[o
il
>
ox!
N
.
q,
2

_11_



3224, EWQ A% R mE HT AW I

AAHZAHEE A Ao B3AL, 3L, e ADAL, o] Ao R4& 9
3 Tt Al g 7 LA BE AA =Wl o] F(FQDN,
Fully-Qualified Domain Name)2] Z=m|Ql &FH == Alojd AZFe] CA
HepeA 25 TLS 712 874 ] 3.2.244 9 W]l b 5 shus
ARt a3l E o

« DNS ®7 (3.2.24.7)

o YAlolEof FFojd WA - v2 (3.2.2.4.18)

o Ao E) dteojel WA - ACME (3.2.2.4.19)

3.2.2.7. Hloly A2 AHAEAH D Fa7|7t

e HeolH A&XxE Ho 9 ol=(&A: Identification and
Authentication) €52 AFEE7] Ao AFA, AFA U JXZHE
HAL AFE s HFSEHo|oF gt Hloly A28 AT A E
CA/Browser Forum 7]=(Baseline Requirements) 3.2.2.7 &E-of 73}

{7hg .

3.2.2.8. CAA 7=

¢1=7]3& RFC 86599 7|&€¥® Axlo uwel, WF
subjectAltName &7 = =29 Z} dNSNameol| gl CAA 7] &
CAA “‘issue’ =E  ‘issuewild’ 7]Zol o} WFA =wel o]
= W AF7|Ho] JASAHE LFE F e A= JAAFHT.

e ssl.gpki.go.kr

A=71#2 & CA/Browser ForumellA I=x o3 Al Alxd
A== CAA 715 AZol ot dgo] Agd Ao #3d HE&ES 4
3] &A%} g

Z

_12_



9. = A% 3 H= (Multi-Perspective Issuance Corroboration)

AF7182 ASA Iy Ao Fd=He =l A5 2 CAA #Hz=
1 AHE WA AF5er] Hst v 3 e A5 Multi-Perspective
[ssuance Corroboration, ©]s} “MPIC” ) A=}E&

o] Aalte YEYNI AF THOZRE USA @3 HAE R33)

1l [e)
e T A% =& TA HF
o QAZF7IH g H3F (CAA) HEZE=E <

— 1=
5P e By AF ==

=
9
@)
i)
_>|*l_',
g3

N
2
)
ol
rlr
v}
|t
i)
Hu
s
!
o
f
i
An)
4
i)
i,
oo
ol
rlo
0
o
>

].
Fe FAY & 9t ARE AT} Pt

O ALl A= WPH(E E4 3224 2 3225 we K FEHE e

DNS Resolver A& 971
HEZ A-AE g YEYT B SLI YR EAA &
= A7 DNS resolverE AF&s & Qloh
o, O3 218 FF3oF s
@ DNS resolvere dlg WEYZ #Ho] 43 FYUT Regional Internet
Registry(] &} RIR) AJHl 2~ X9 o] $x]&foF e},

_13_



@ MPIC HAZ #FAHNA ALE+E= DNS resolver 7+ A Ages HA
500 km o]¢o]ojof gt
DNS resolvere] 91+ b 7|&o 2 Ao,
o M&E3E A FS(outbound) DNS A7t Ao 2 By 2 A=
g Ag=Es AHA>

A% AA=
AF7Me FUW AF P == 02 4F PPS AHestel MPIC @
A8 FA ANES Atk © AF AAE A oA HF AmA
J5% A% Aol oEFNE o Ak £ 54 V3 5% £
F g A% AR A5ol ARe FA gt

Aol AEAE S At
MZ O E 9 JEQT #F 5
52 7= H| Y X]

2 ~5 1

6 Ol 2 (978)
HEYZT #-E F 9 1F A4 Azt A4 500km o] 41 AS- A=
ge Aoz EE)
e 24¢ F59E 4% A9 vED Be 94 vEA BA
o

ol 239 02 YEYD BHAE A2 O 9

1A
=}l ASH CAA HFo A= vE UEHT a1 fAds AHEste
= S-S A5 7S 44 FFeor g E=
CAA A% Adte AAHEeHA gom ASA g Atk &A1 A5k

MPIC HxtE F3ste 924 HELYZ A-d2 =24 AU g
Ao dAE 4 = BGP &8 AtE €3kstr] gk =AU F
H HELI s AREslof gt (o JAEY AMH]l2 A FA}

3, 225t AHl2 AR HEY D)

_14_



.
&oﬁ it 23 ay
- XX W !
_L‘m_h . B ~ EO_ Mlﬂﬁﬂ Nﬁ,._.u
e =3 HOI ° ja_m_ﬁ N o ].._7
TR do M 7 Ho "R Zom —=
T o < g 3 5T = ol A
XKW g =g _ﬂuv N p
o _—
we @ 27 O 25
J.X ol . le;ou ﬁeLL . KR
mgwwwgq% <o ST % o
T = 7] o o ol o o] o% i
‘Dr‘._ _j o ‘__Lor‘._ Eg._ ‘Ul »ﬁ EE - ﬁl % il ® ¢
ka.hn_. oF = X ) g muL};ﬁl I=
:.;E o o L@F E# —_ 2_0 N — O =0 o ~x K
L|E‘n_muEnn]‘_o o <R o o —
U FUET e i B dE o
@L_suﬂﬂu o ~3 ﬂaﬁ ﬁaﬂmuw W .M,_
) M o % o BERRRE m X
o AC: N rjm - R GRS AR I
c o TE o e B s o) 7z o 38 =
ﬂwlﬁlﬂwﬁﬂml;_ Y uvﬂ%%%x > —
WNXOHﬂmx% W H S ﬂzoufsﬂo_a S
REEEN = q ] ® o T nimm o ﬂ%z_o =) K __,ﬂuﬂu
mimimiwﬂ v ~ B3 b 0o T =
@%ﬁxﬁﬁﬁxé i R O}ahao%wr.é e
—_ .. .. ) ]Lljla —
oaogm..m]m% = © g A;mmﬁﬂ% g
R g T3 o ¥E g™ )
i+ B B A B o O T 5
g qT % No @ U] R » R
- < X il o 3 - L g o~ Mo Np = <
xﬁ%306]20;| olJ il o T N
TN T Olﬂ_HOL mLﬂH_QIL_L R l;o‘mlo N ‘Wn_Alﬂ
) myﬂﬂq7 Hl%ﬂ%ﬂ M wo & 3 No M
z_02267h2¢| =~ N\ 41_|1r1r ~ ~ N — O TR o =
AN o N o 7ux;o;o,_ o Qu.n_tuwolll of o
SSwews Wl N . No o = o X o ~
N Ef m ‘Ul J.ﬁ E o < Z_o X L.m_l JL ™ :.L O_E m.#r_n KO .FO._ ‘_ﬂwo Of o
KO N ~ o o Ne ™ ;ooM —_— =
o T L0 X 0 S ~ X T
= TS mz_omu_uﬂm)A < E ™ o
N CEENT s 2 hRE
& B No NI ~ o, N
o .OZ_OHW._
N >
o

- 15 -



e

A, 71 & dlEo] AAEH= A, okeld/d

=<}

34 o

S

g

1T

-

3.3.2. HA

7+e) 7

ﬂl.ﬂﬂ o ~ K =~
MMMW mazl_omm " o ®
o7 N ~ 0
N W 2
R FEINTENCS T ol
g To U
]1_7 ‘Iﬂ,ﬁ._,l m_wu _OHLI
< EE 0 ‘V ﬂ.ﬁ._ —~ O
e B 2 o
B T W R RO
uAlm_M Mgﬁﬂ A ﬁw_m
O
Njo ™ =5 No H X
= Ak 3z 100 NS 2 ® 1o
° Q%o =) T o)
X XP ﬂﬂﬂl T H° <
M#Mﬂ C o5 o ol dl zﬁu ~
— X - o
5 P om A R o7 N
—~ =0 =0 ‘Ul — . o oF
< X S - < o ok =
R I Sl B § S o
.7z_oﬂﬂ W St
FHE - o < 5 2 o
i — - O.._ﬂ\_.,lio ~0 % ~ [a®
N X R~ g o R X M "
T X B W x ® do T W V=
bxrmaTE P o X = - B oTE
T oo < No _ X g E R < Wy X A
MoTﬂo \Q}udﬂ N z]_o o oy X ;&Mﬂ " &y
o R of e X ZT o T 1) r Z_OJ ™K T = ' X iy
dom  WEXTE T OoPTTRR o 7 oroR < N —
sm X P PTRRRER CBRET A g I
R C g =T X DA KT T 2w B < oz °
K& N~ X dlzT G KT T =0T ~ =
P T T — NJo TR T T T T X o ™
o B H%%quAAHLHHHA ] = e
THOFT T Mo e gy No Mo Mo Ko X o o o Ne Noo o % =
Bl T T g R R R R R R R - e
oF B o o T o ™ No e e e e e e M M Njo

4

=i
=
Ql

_16_



Jol| ule} 3YAe

[¢]

k)

A89= Al

T X o
il
W o do wooHa T o
ok - A T o M o o
< 1zr i N o M g = o s i mm <
=XN K w3z P oo ~ g
o ol ) B © = o} R = a
N R ~ o E m w X0 <= W
T TS o W W = .7 >
waL B Ty NE ¥ x 2 E
N N o o o W S O ~ T K @nu N~ o}
z_o 0 E.__n _z_._._._ ‘UI = JH i ﬂL K & z_o z_o
R 5 b mwE P W R = i
o) < " o E o < R RE o R0
) W o £ b o X5 of & W B
o ol = K R 3 X W o
3 L) O_ Z_O o B N ‘Mv_l EE ‘.ﬂmﬂ_ ™ Z.E
o o E o WA, O T W B K = * &R P &
2 g T L R ENCY S o R i
< vﬁ Q A T = 1,”1_ T = X 10 —
. T w32 oF ; 0 °
T = W Tz FOW <) o R i z o N
Mo s < _ 38R Jd X - R R
— -~ T o o= o o) K R X _
o) T o X o B2 o Col W o B0 55
o o %O e B e - = = T X o
X o - oo d [T g N T S W W
oF Jﬂ_ ) R o T W g W mK Mo oo Mo o ™ Nlo = O =y
=% Y 2O BT X T W N O R~ 0
. < =osETET XCTE o TG =%
dl. | X my T e ] JoH © o pl ol X =3 . do o of Njo K
o] % IR Dop o T e W= o W W >
= T cpedstd mEOk TR54% X% < =
- : X o o N 7 % ON oG O o o - X — K <
o A T o we R < 5 o o o T B <
ﬁflgw DR M S I )
: o —_ — ~ — 0
&mmamo% oMlelglJM?or z_ooZ__/o%@uAle_.uAlﬂ,_7 < %@o or ﬂﬂv&
R TR ION IR gl apbdrers X 3o F o g
YR sesEEER I Tonlesnip M Eg ® w
IV 0 o < N ) - ,‘l - ﬂ _
= % W Ho ) P HTF N S MELY L, o7 z_oﬂ« — 201_=_
[ ] ) ° ° ~ ;O ‘_Q_v 2 ,m m 2 o O
1 Z < o
~f @y

_17_



adEE Tt

A 2l

3|

8

Al

ksl HA71Y 7<)l Al: Debian weak key, https://wiki.debian.org/SSLkeys)
& QAFA

=78 717} CA/Browser Forum 7] 6.1.5, 6.1.6

4.2.3. AAZA T

T o R I+ = ol iy
uAIL..._] LN_.o (Y X
o ol K
~ W o oy T
LY T do T o
WP o oF ~
;aiﬂﬂw Aﬂww_ = m
meﬂEmo "R N
=xe %= N I
.m_VanuJH ..H_u‘Mo = 8
F-UBERIN 4‘D|
ﬂuﬁamaw;_ b < = © =
wT ooy TR o N5
WETH T = W
< W £ — e = ToH
1z 20 g z M
ﬁm_/% gmw S5 o
— O . e Ne -
72..Mua Hﬂw ) 07 o]
=® S x wy =
%Mﬂm% nml z_m ﬂoWEﬂ
52! QT — 0 R~
NS S o e e
o —_— CJ.H L_L‘UIL_LEO_EEL
S EXET a A
) ) ~L ~
{Jo M o Bl o vbm = E 2 Mo ToH s ™ ,ﬁu o
woog. #g NB Woa A e P
Njo ﬂum 2 No o # <t — O 5 il
2 — = B]g]c‘@l ~ ‘I.VIL‘_OOH_AI‘H_Al;O
o) 7A6 o — N e _IL|,| ~
No © 2 No mr X NJo <~ X & No No o
< 5 2 <« ' ooy W o) No or W o7 o)
N ObA oOC..“ —~)
S BOop Gy o O,

_18_



397 OfLf

200 OfLf

100 OfLK

472 O|L{

2 o

1 15

o
=
o

2

2t

20264 3

1ok

152 0]

=

2026 3

fo-

5¢ 0

o
2
=
o
2

] 1

20274 3

fo-

] 159 0

=

20294 3

|
—

o

Aol ol g W]

Nlo

—_—

o

CA/Browser Forum 7]&

Aol
2o utel 7kJA Al

371

SAE B

2

(Baseline Requirements) 9.6.3

ol
e
N

Nlo

0

=
[

]

o

J

=

o] 2

=

<

]

17kl CA <l

o
1l

Al

5}

kel

A ag AR

‘o
o
7

—_—

<A
o

ASA AAAM

o]

2] o]dd| Linting =T

A

il

o’Fe] CT 219 UF

_—01_
;OU
=

y|
Gl

ﬂo
o

ol

=

Aol A ol

stAY, ACME

3|

8

S

has
s

Al
=

=
&

r}

=

=

QA EG A AFA

1T
) .

o
A

Nlo

0

N
K
m_wo
+

Nlo

0

o
y|

op

mjp

No

0

_19_



SHAE A& Lol AA -

]

[e)
pi

-

s

ASA AN

4.4.2.

1 o

;o_._

CAof ¢

3t

ks

4.4.3. B} FA o o

JASA G 71001 7D AHE &=

4.5.1.

djo
X

~

A Abe] Aol ESh MBS

il

Nlo

bk,

°©
yil

bol AHg3

o

14

°
yal

& 3}

<

oF
=

A 10.9)

) G52 2 Of

Nlo

7Fd A7 oF# 9.6.3. (O}

o
T

U718

=
a

A &f#KSubject) HFEE W7

]

o

A 7Dt A &

aL

o
o]
=

5 7
%

|

7

°©
yul

)

713N A R

& =

|

o

LRl

JASA A 71+
7

A

1

7] B3%), 4 ISA AHE) &5
%

]

o

ASA e A 302 ool JAFA AT

4.5.2.
4.6.1.

Ql

7F4AE 8

ol
o

7]

_20_

1



)

E

P
| LY

Al 7]

A

o

A 7] W

=

ASA A At
o

ASA 744 AlAl
AT AP 4.4.2 (AAFA AAD

A 7] A

S

Q]

4.6.3.
4.6.6.
4.7.1.

)
ﬂ

o
ol
ﬂ.ﬂ
~
Njo

0

713

3|

8

Al

A

A 7] nx

=

[}

S

Q]

4.7.2.

7

JASA 71 wA A=t
- 21 -

4.7.3.



A=A 71 1A FA

4.7.4.

JASA 71 uA 9

4.7.5.

mlrﬂ

AZA 7] A AA

4.7.6.

% 3z

5}

= 4.4.2 (IS4 AAD

5}

g A

[——y
1o

7138l JASA 7] A FA

=
T

4.7.7. o

b

T
7

Nlo

0

o

‘_I_i

—_—

T
7

Nlo

0

A W At

Nlo

—_—

[e)

o
A
T
7

Nlo

0

-
To°

A W7 AA

Nlo

—_—

o

% 3z

5}

= 4.4.2 (IS4 AAD

5}

g A

[——y
1o

—_—

& 718l <]

4.8.7. o

_22_



A
ZFA7F AAEE dEHEIF AFA HA EZ(CRD

HAH FH=

=i}
=

R E

o

4.9.

)
g

)

B/

o4 37

=i
=

HA 834

Al

Nlo

—_—

o

o

e
22

F7}5) o

735 24A3F ool 741 A

AEA #HA 7+
4911 74U A=A AR A

49.1.

oy

oF
o}

)
B

NJo
0

—_—

0

—

=y
1

)

¢1Z=xj9] FQDN % [PF 4o o

ﬁo
B
A+

ol
i

Nlo
A

Af7E e A% 59 oWl shyA

b= ZFAARS] 7”1 7

°

IAS

9

1z Aol F7) 71(dl: Debian# ¢F 7] https://wiki.debian.org/SSLkeys
a)ol]

1
“

pzs

Cy

29

5}

6.1.6 %

=4
=

9] 6.1.5

5}

PF47 A WAooz &85

A=A 7} CA/Browser Forum & 7-A}

1)
B

_23_



© P~
. oo 2

4.9.2.

2o o

PR ox® 89071%e] FODNG AF37) 98] shac
e AFAE AEHATGE HE AZBAA AT FF
AFA| ZFE Hno FAF WHE AZ7|BoIA A
=4 97, A8 AFPTEACPYel o5l AFM7} W
HA UATE Y& AF7IBAA AAT A+

Q1ZAel e FHsk RAHSAY 058 oz AF7] el A

|

sk 745

Q1571#o] CRL/OCSP AH4e] FAHFTE AFKs7|= 43

7495 A|9%k, CA/Browser Forum Q& 7AFgte] whg} Q1=7]39

ASA g HIo] HAE e UHEHAY TE5HE B+

A571H< LX%E—%ZI(CPSM] of3) H A 3] oF OP‘“ 785

ZFAARY] iR 71E =EStY &A= HASFH S AASEAY

M) 715 AAdst=T Er;% Agto] k= Wtk AV A= AT

A7 AFA HA A

713 a3 22 A7 BAStE A9 7Y ol dFTH

5 HA

QZ=7)Ho] AHOE HAS QAT A

AF71o] ASA AAHA fEo] FUAHA Lrom HZo|

AFEA EAes AS7IHA TAZ A S

A=A F7) 719 EH%*?B‘} A=71e A 717 SHAAY
1

71#o] CRL/IOCSP AAA9 82RGFE ALS7=2 kA S

£ A3, CA/Browser Forum L-7-Abatol m}g} NESEES
7 dge] Ha e 9sIAY FRHE F¢

A ZLZZ(CPS)ol o8] H Ao sl AS-

00 ol O §2 2 O i o

ro
o|N

A A A7

_24_



I
=

&}

)

—Z
LN

411 (IS4 A4 7]

2 A=

ol
H

ol

Y

AZA HA A=

4.9.3.

T X X
mﬂ w  No
) o o-
7 Mr
~ T L
) X iy
M Njo N
o Njo
X ©
IR
—_

7 No o
No o B
o7 oy o
= <

= N
T T
<t ‘_Iﬁ_AI &
o o
.
= N
No — F
I
wx o
G
No 1N
oo
4§ i
27 LT
~ o
Ne 76 ® X
o) o T
= .

o K —

al

5

Al

A #HA A ST ASA #HA EF5(ARD= 7

.

;O,._

713l TR

ofef o] Aol we} #H2| A Az

2k AsA=

o]
=

!
1. 3.4 (#A

7

=
=

=
=
=8

A5 E 7]
%

g

Al %

ERER
21Tk

A9
<
T

) A

11—

A 3Zke] H A

4.

B
it
3
Njo
‘o
—_
o
”
O
-
X B
B o
M Y
T W
e
o) 1ﬂ.ﬂ
‘WO 10
7w W
ol
=
= N
° =
~
< X
N
.El Of
7
" No
o o7
To)

Asta %A HH B2(CRLS o]

o

A A A

97 9%

7}

A=A #HA 273 #d 713

4.9.4.

e

Al

ol =
o
&

=i
=

A4 7108 171D

215 A

735l
24N 7 ool FA3taL FFAE o FH A

Qe oleel

et

g 5fodof

s

8

=
=

ASA AAE7I00A7D)7F &4

1.

T
)

B
B

ﬁo
o
o

0

il

G

S}X]

_]

XA

o

A ZRT}

No

—_—

o

_25_



2=

°©
yal

PN
He

o

-

3|

8

ASA HA &g A%t

718 A HA 2
154 #HA £5ARLe s/Md A& 4ol AA

-

A AZA HA

]

]

3. 21ZA7} tEEAY AAEHYES A
4.9.5.

Ql
o

7}

v Fg THTIRE  p BE
- T Hop oo ~ N Bo T
w MNP Hog ¥ EN R
N
W AN = W o < ) -
T TW mgpd NN g B
T N B o ~E
T T - N M. "
T % T BT "o e T
3 ~ I ﬂﬂﬂoﬂ/lz_odl ‘n_%ﬁum_#wbtﬂl
o}J < Z ) WX o ) 4 N v T T
< T R O_EﬂLLI i i‘l‘A»A_.#
PN - T Py Mm@
o E KeET TP m5 gy
~ Ty LT T X T W
1rL]1r o) o &= IO.I_A;O
M o .._7 ~ O..H C,.*
& tITRgTRIEIFE xR
.OO.._ L ] N ~
wm @J@ﬂ%%,vﬁfuu. Nuwow_l%%
r ~ \ T 3 L EX
W T Nmp ¥ 3D ® 0 m
e T ,ﬂn_ z_o T Gl A o7 ~ </ 0 mw._w ;oo
B AR YT oy D
r AB L o Pared FRist3
X e~ G oﬂlqu:ﬁ_ o’
o= X ThEr Z@_o 0
- KON oy O oF B = & Q o
o ok = o R = S S
k XE._‘Iﬂ_W,mwu:A ™ ~ S
) P < 5 L R
T EEJ. 1.ﬂ : &
2 A.oJl—/qu,.r_.__,ﬂo_E ]ﬂ*d.oo]o#ﬂfﬂl
= 0 ‘M...
< EeRewlc®L < izdl
Xy BHPRIIBTTN obg @ oW
TR Lo B ghltyg poNwgiw
HE TR BET R YT Rt
MMZ_O%H@7§ermo@ﬂﬂ%ﬂmr%%
— o8 — < X Gl
XK “dBxPxHIT® , , ,, y
X o HwdTHH

4

<)

°]-&

=

=

z

&) CRL3} OCSP

S

O]_g_

b1 9

s}

°©

A A
_E
_26_

=

=

=
[€)

]

g A2 A

T—

AZFA x| BZ(CRL) TY W=

49.6. A GAA % <
A GAR

4.9.7.



AS71# ASA #HA FZ(ARL)S HA 364¥ritt a8 AF7H
ASA7F HAH = 24A%F ool 784l 9 A, Ths HElo|E
(nextUpdate) 9] Zh-&(thisUpdate) xS 2RE 1271¥-S =3431x &=}

7HdAE ASA

A FE(CRLES H4& 19vitt A4lsta, s dHlolE
(nextUpdate) B =9] gt ( &)

thisUpdate) @t Z2HEH 10¥-<= }_3!,]:3],;] oy},

RL) & Hol &8 AT

%<ARL> 7h4A AEA HA FZ(CRLS
aof AAET

ON _ll-l:]

AS71#L THeHE U573 2L 7IA ASA el sl AAT ASA

U4 = 1_.%
e ASOCSP)E Ak AA AFAH A AZF(OCSP) Fae
o

41 OCSP : ocsp-rca-ssl.gpki.go.kr

OCSP : ocsp-ca-ssl.gpki.go.kr

2 A=A el AZ(0CSP) -$R(response)2 RFC 69602 =<3t}
ul

A A
U712 AAZE 54 AEH AS(OCSP) g AHstr] g HE9
ASAE Eadth AS7]HA A OCSP QI5Afol= RFC 6960¢]
Aolel o2 id-pkix-ocsp-nocheck &2 &3 H=r} xstdET.
4.9.10. AAIZE 154 HA &l 84

AAZE 1S4 AEl HS(0OCSP) ¢ WAIA S /Fa7|7F 1tAFL HA
8AIZE o), Hh 109 olstdof . FAV|XE ZHA o] 16A1%F mREel

A5, O A Aol FEZIZEY ARk olde| BRE ALl b,
FE7I1F A0l 16A1ZE o3 A+, nextUpdat & HA 8 oA
2 thisUpdate &t o] % 4 oldlol] AR E ZBAIZT AAZE ASA AH
Z1Z(0CSP) ¢ HAHresponden= OCSP &3 9 4lo] ths] GET 32
AFE-3FT

_27_



)
—t

o

£

T o)A YA Eo A H

-
Ea

8 &4e o

oV

.

o of

JdSA e BA 71+

4.9.13.

4.9.15.

ae 47 713

IERE

4.9.16.

A ZEl ARz

4.10.1.

sA H AS5(0CSP)2 10x

]

ZA4 HA BE(CRL) EE A7

[e)

4s

A HA FE2(CRL) == AA

=
[¢)

d

v

28] A Z5(OCSP) &

ASA

4.10.2. A¥]2x 7184

S YAHOR AT

A

FARS EE Auls oz

_28_



A

i

05

o
1l

]_

24

7F E5HA

A== QAZM A BBCRL) L A
H

A~
T

el A=(0CSP) Aul 2= ASEF024/1E AF3tt.

A7t AAbo] B
28 HAY & k.

A8

127198 1247} A=k
412. 7] gt @ B3

[——y
1o

d 2}

ol xz
=

H

2

SREp!

=

H

5

Al
4.12.2. A 7] A<}, 5 &

4.12.1. 7] 91, &7 &

Hlo

= H& 49719 Het Aol

il

_29_



511 #A 2 A4

=717 ARG FAFRFAT|HA D

2<H] &
— a1 -

SER
W, Ske wel 4ol meh B9

A=)l

K

0

=]

A

ASAe 71 A

(o

3.0T ©]

3

1
&

o

%l
o] ATt
512. =¢34 A

)8 AFste TATL o

o] Al
w1

= °
ol Ao 552 CCTVel &fs)

)
R

o i

T oF

Uy dn.

5|
]

%l
=
=

Alz®l Al ]9

mK

_—01_
,m.o
of

5.1.4. A< v

5.1.5. A

o]
=

HA7], FAlE &3

b 3HA)

ol
e
N
Njo

—_—

0

N
K

g 234 dH

o & A

5.1.6.

=
=

715 A

=i
=

AT AHlzol AREE= AR

t23)7F €9

o154
o] A

=]
=
X

A% A (mA
3 dlolE 7}

8

<)

2=

q o]

A

_30_



Q23 dolert x3E A viAE H7] =E PAFE Ao EEFoR
g3 stAY BFEA e S o]8sle] 7| HolHE Yol
5.1.7. H71& A g

7], A3} Holg e 8 HYdS

U5 datel] wet AesAY ¢ds 33

)
ol
ok
rr
ko
uly
=1:_l“
i‘—‘a
il
&
N
ek
2

5.2.1. A1FH & (Trusted Roles)

L= HA ETY dFES Jvtez AFHT S s 9
(Trusted Roles)S X A& $olsitt AR 2H5T £ Y= AT
(Trusted Roles)®] &5 A 13] o] HAEXI P3PstE oo gt} AF
AN2" e B AEEE 93 ol ydd 9&S EFstoof
st 8 A= ols] AF AT JdoAe & Hoh AHT F A=

= o
o gH(Trusted Roles)& o}z o}
o FAHAYA  JAFSHT TF
o AAJ/YA A A - NAH L uH
o HF TR : AFAIH B #e
o WH AR A 2O AHAE Y
o 7] A 7] Ao}/ AR 3
o 7] Ho1EH 7] Aol T] AAjel|l i G- olPA M of N A} 43
o WBtEal AR HSM 3l wid B e, &4 iy By
AFSA 2" AR - AFA FE(CA), AFA LF/AEF/HA
e, AS5A #HA FZ(CRL) T, JHA ASA g/
o AFSAZ=H &FA 0 AH/DBMES A #e
o JFAA AAH HF 0 AAA dig AAA " A

_31_



4
o
ol
oy

N

z

~
)

o

157182 7] A,

0

ks
pul

3},

PN
T

M-of-N &4 Aol wpe}

-
) .

3}

e

7t 7)ol

F(Trusted Role)<]

o

7A

4
ol

t}= <l =(Multi-Facton) . & +

ol

ar

L

;O,._

Gl

il
e

—_—

NI

Lo

4]

o &HTrusted Roles) @dAtoA &=

FHTrusted Roles)
i

9l= A 3HTrusted Roles)E& TS

PN
T

[e13
=

g
Ea
2

1
o
g2

o 2
® o I
RN
-~ ~NH
b S g
i =

o- D wK

o o
K #r o

)
g

0y
)

3

Nio

—_—

0

LS

M.O
o

oH

JE8Y

<]

—_—

A
Nio

—_—

0

J
X
oy
)
=
ﬂo
Tk

X

oH
=
W
)
y
Y
A

)

=~
0

—_
10

T
A
o
._OE
ar

7
)

i
Hlo

™
)
(e

0

Roles)ol] o &k

e

5.3.1. A2 &

)

—_
file)

)

=)
=

%
o &(Trusted

Al

N ARt

3|

F71 Aol ds7| 82

S

e

Al ok} 2 A

_32_



‘o
o
o

T

T

T
ok

mK

of
B

wK

o

Hlo

—

0
N

)

Je) A 2 9P o

Hlo

of
B

A
;OO

o
Njo

0

oy
K

c

o
g

~

;o_._

Hlo

s}

874

K

=]

—

o
E

=]

5.3.4. A

5.3.6. HIQI7} 3] AH

el w2}

T

Ak 2.7

wr
wa
Hr

o

3r

mjp

5.4. Z+AF 27](Audit logging) A=}

Het A

=
) Sy

S71dolu A=E A3e] fdAre] FAlol o

]

0

ol
TSH

<]

2] 918 A@R,

S

X

_33_



5.4.1. 2(Logel

QZ e Q1ZA Y U Sgxe e BT obelst Be AIS
NEsa Wi A Aol we +HE HolHERE AFA #e 218
AT A S8
L 378 2 7 $9 7] B /1=

o« 7l A, MY, 2EA BT, o, A%, BE 2 ]

. A2 24, A4, HA

. AZM 9F 52U R AR

- FzE AN 5 ) B S

« CRL % OCSP 3&+& A4

.« AT AFA ZEad 44 R AFH Z2ud 5]

o CA/Browser Forum £ 7A}g 2 Q=73 Q= FZ(CPS)e| W

- TF B3R 0F AFMPIO) /1=
o9l 2% 2 CAA 29l T 7 YEHDL BHNA FBE
MPIC A% 7=

« 1Z Amel AR VEND THE LA BT & Je E
« A% A% ol ® =H9l o] F

=
o 7} A= ANxo Ax

e QZH a7 Tgd 7 wulel oo os) +BH MPIC 49

3. Het 7&E
o JASAEE HA2 A= A 8 A
o AFA2E B O HA2E #E AY V=
o HQF HAY WH



. QAZAzE] B aZEYC] X, YuO|E L AA
. NzE 35 sEdo] A 2 Vg o) A%

. sy B eE 27

. AzB 29 V)=

5.4.2. 2(Log)el HE F7]

2o 2 AR sl d 18] AEskH, 157 7] A
F7] ¥4H 2O+ 27148 AERH
5.4.3. 2 1(Log)e] B# 7|7t

2(Logel E¥ 7|3k AR 3te] 7HgAdd #eY a84S 1Y
st {3l wet 293 Hagiot
5.4.4. =71(Log°| HZ

AS71H2 A 211 BHE 7]Zbo] WHEEY] d HAEI g+ HolHE
HIJIZMAIZRE S| 9 - ¥z e 279 F
FAEHA HEsheE HAE st oF ot

o 2A7FAYF Z719] Read-Only @3 Hof

.z} 20 £ EE AAE HENA %

5.4.5. 21(Logel W
Az P B == AR
93 Ao Eo] HAS o FiT}.

il
=
e
5
i)
k
fu
I
1o
e
>
ri
o
S
e
o

5.4.6. 21(Log) 3 Al=H
AF71®ol WA 21 #3 A2HE AW ID
5.4.7. 271(Log) /ol that &4
7] 98] 27 B4 9 oiE g

oF e},

5 AssE BUHY PEe A

_35_



AF/Be A% A% P YR Akde BUHYH, Hopy B}
B4 9IS AEste] Ak vldrit 7)Mo e ge A9 B
29 8 Qzmele] ofsl 71HQl Hepy Bh 8

=
AT HAE F9 AdE EUAs ABEe 98 9% A¥e 18

Ol Z=A] 2~ H”l o A ALL-E}
F ke A7 (Vulnerability
o Ha4 INEvit

e CA/Browser Forumo. 2 HE 938 we & 1329 o]y
= H

Fo @ AL PFEL A E the 7ol
T stofof At

% rlr

o QAF7IHe] TR ATEI A 2" EE UESA WA A
AS71d2 HAd FHFHd sty A= =2 T2 HFHS 96
Al =¥ —’F?‘fﬁ‘SM oF ohﬂ# 96AIZE W =A7F BV’ B9 24

5.5. 71 =(Records)e] H

5.5.1. 7]12(Records)e] =&

BES 715 g2 541 (22002 738) FdEolA HAS AlgS Hx
Eig=
5.5.2. 7] =(Records)e] B 7|7+

AS7NEL AFTA7E FESHA EAY HAE olF ASAH A

_36_



NAH K (Archive)e] R&

5.5.3.

A Aol A

2]

e JRE

3|

'?4

55.4. WMigdH AHH| A Hxt

Azjol| we} Etel] AR

Aol i</ 5

4
) N

gl

o]
=

ARl &4

AH=

5.5.5. 7] &= Records)e] A1 &<l(Time-Stamping) &1

I NTP(Network Time Protocol) Al

5]

715l o

A

il

5.5.6. 71=(Records) 3 Al 2H

55.7. = 7]1& g1 9 A= Azt

)

)

A &

Joll s

8

= e 8

o]

T

5.6. 7]

o
ﬂ

o
ﬁo
o)
il

& 27

5.7. A

5.7.1. Aol i % o3 A=z}

mK

_37_



AAA HF ALe FARL FPHOR BB

—_—

A D A GA 5

A GF A%A KA B A BT ARE BARSN} she, B ny
NEe AYRlA o] 9% AAE rphwT PF d5A AL
9% g7l el AYEA Lom, AFW AAel £ A 4F 9
4 FA B B AYL AAT £ Ak AFVBE JT ALY AHL
Md AE 2 QuolEstE, YT A% AYel mE A BT moEUL
o)

s
@@N@@PWNH—{UF&F&&-{EM

A8 &4 3Hactivating) =4
Bl A A3 Al Al -2 Az}

th vl (fallback) = =}

AN A
AT A58 A8 FA#= A
A4 A B wE 87
AE 9 3 A
A& B 5% AZHRTO)
v A g o] G771 A HAEM S B 2o]EH)
10. T8 Hlays Z2Al2 T e OF WA AL vlaYz 29e
AAle 74 B 548 7 = A8
11 8 =3t Zvl(d: 433 Zn g 243 ZFuhE g& A

12. 38 71 Alz=d" SH A 9 B AIZE A0 2a3%k 84
13. ¥4 v 2Y2 AR 9 AT EYo WY F7
14. 157138 5= Aol Ee} B A 7129 AF

5.7.2. ARA2H 219 &EAbmE Ao Az}

Z71Ee A% Anzd] AGHE A A7b hasA grks AN
& A% BN ANE EFSE AFAE AXstelor Bk YL AF

_38_



ol
o
~

—_
0

i

e

o
pis

H A AL A=

ASA

AR Al

=

|

ol
e
ﬂ

J)
)
ﬂ

Nlo

0

T oF

N_.o

™ N

4

AApe £ AP F

25

=k

o e} Q1%

]

=

pzs

A HAA ds 2 A A

=7k A& AEA]

.

5.7.5. tiFE %

ol

e

N}

H

ot

d 5

1w

a

CPOIAN 2THE 7128

A

R

A
=

=

o)
157138 7] A& FIPS 140-2 @4 39

(HSM) W F-ollA Add.

6.1.1. 7] % AA
o

6.1. 7] & A

—t

X
of

T /o

<}
=

*%

2

o] H<l 2EHSM) ¢

[e)
Es

8

A 2] 3L+

_39_



stAY, 7 719

=

A 6.15 (71 2o &= 6.1.6

=
4 A e nF

2

| Y

3L

o

=4
=

s A HE

S

7] A2 74 A 9
(F70 71 wiHSs A

™ () T o o
T £3 < ol L3 b £3
) x " ey At
;AH X — © 0
Njo S N o)
o CLI: No ¢ S
& T S 5o
4 T A T wooN
‘_ﬂ.ﬂ WeO “ﬂuﬂ ,;IW_._ ,H_OI H_Al Jl,
5 o o B o 4o
e w8 JE  %w 5
—_— ) e T
S T I L = P
W op PTXT® K O = o
R BH K @ o #E - W A
X
— S s S — o 0
K N o o . N o 1
S o o =& W W0 No N " F
X 9% 28 ™~ = on_o N 3 or z_o — —
— ~ o) = —_ ™ o
T0 o O__._._ = ,IOIW_ T Z_o w~ = 0
) — IF O 0 — = "
® o N ﬂuou_xwr. w
., o xRl opwmHy ow
R D S T N T oo W
i "oy o © 3N K = iy ™ N
N T awB 2 R — oo
™ 0 —
oy W TN WA = F N N
o~ — 2 — g =X no— z_o T F
Py x N s X kNS WX 9T
e e mr oy TN e %
Do Torwt oo 5ooMw
o ®H T S S o o & < ® < o

A AL
RSA 719l F7/WA 4~ Fk(value of the public

3L

o

_40_

=4
=

[e)

: SHA-256, SHA-384 BT+ SHA-512

ST =
- 3072
- 2048
A7

2E
RSA 719 3%,

6.1.6. =70 7] Wi YA
exponent)o] 3 ©]

6.1.7. 71 Ak



A Aol AHE-H]

=
[

A

Ml 717}

bl

L3

Njo
T o
o o
0 Mo
‘.mo
-~ Bo
~X OT
03 oW
—_
X N
B N
Mﬂ 0
— I
S F
Jo -
No %
o N
— o
3
©
oy ™
o W
DT
N No =
Mo 3 o
0 & 5l
o N AT
< No b
N o) o]

FIPS 140-2 #¥ 3

o
-

1% A1 71 71 %

o] Bl EEHSMe H

-

o3l 3}

6.2.2. 70 7l tg g% A

.

sict 7] 2 A Al A" AUG)

71 & WS 3

6.2.3. 7% 7] A

7 e AANA YEEA et

s

1

=7

]

[e)

ol
Y
ﬂ

Nlo

0

oy
T

=]

6.2.4. 710 7|

Aol e}

e WY

—_—

0

o

7
Nlo

tedo] B

7= Wak=a el s

I

(HSM)oll A 7

D

—_

o

6.2.5. 7HQ1 7] B

Ry

mj A ]

844 et

(archiving)

i

6.2.6. 7N<1 7

AA7E AAT <

=]

=] Hel 25HSM) 3+

A3t 5

713 5%

.

[
=

Azate] wer Al 71E F=

6.2.7. 71 71 A%

Z 722 (CPS) 6.2.1 (F53}

il

0

H

71

_41_



3 Xt RE(HSM)

S

sholl thE BAlel o

Soeo] Het BEMHMOIA AAE T A
Foll e}

T—
) .

3t

6.2.8. /M3l 7] 245
o] et mEHSM)o| AAA H

[e)
-

-

st

[

Y
O

o

s}

Z

X

1 %

.EL

O

A

AeNA A

gyl
Mo
Ho

3 Xt RE(HSM)

S

=
o

]

stol ©hE FAC

[e)

39

T‘7]

gk Axjel w} v
=i}

T Atk

=

o] ®Bet mEHSM)o| AAA H
s

-

7]

[e)

-

]_

=

=

[¢}
6.2.10. 7131 7] AHA|

6.2.9. 7§<1 7] H]
5 fAlNA AA

7]

;O,._
g

%

b g

A5

HSMol| A= 71el 7] &

crdRis=

]

o
A7

oy

i

v
)

=i
=

l=9o] HeF mEMHSM) Ao wet Aw]

S

KeR
T

18471 A

=7

A 23 ==

&tk

<}
=

te w7

°

EZL A Z3Hzeroize)

)

—_
fite)

)
=

}

sh=slo] me

T—
) .

3t

_42_

ZAE WM Aol we AT,

]

(@)
pi

]_

71 R

e
4,

=
[€)

]

5} 7]

6.2.11.

(HSM)

63.1. Z/ 7] B
o

6.3. 7|



6.4. 243} H ol

HSM &43t 7= st=do] B ZEHSMA AdHw AF7]Hol
7 e 7] AT AL vk EYHQ] HZ FA AHE FEd

= A Hzakd wE st=ge] Bk ZEHSM W 7] A AHES A%
s 24 s3dH

6.4.1. &A%} oy AA

g43t deolHe stedo] Bk REHSMO] Akl uwet AAHT
HAREHSM)2 FIPS 140-2 &4l 3 Q15| Hojof ghr,

ol

642 43 dolE BE

Sh=glo] ol WEHSM) HolBE B4sts] s AgEs i
st=dlo] Bt ZEMHSM) 7] H=(PED)SF AT A58 7I(Key)ol &J&Eghet
AT A8 AKeps ARR BF BAl Aol o3 weHH, 7] W=
(PED)= 7] el ofs) welgch

6.4.3. &A%} doly F7} A

A AT e

6.5.1. 548 HFH H 8 FAE
NZ7 @ Al2E ARE M 2 0S B4, 224 54 @ YEYI
Exe] o5 REET UEYD Bt BEAE 67 MEYI B FE

of WAIE ST
ASA 2" A WHgH AFA AEF7] I Fo ALLEH= Ee
AAE o= <l=(Multi-Factor Authentication)S # &3lt},

_43_



c AT F YE ArbE AUl AFAzHe] HE we) ARL
RofEla Q1E A 2Ele] Heke] UIE e aT@T)

.« mE N2E U ARES Had IHLrD ARES FHeT 290l
H o)y BasA e ARe HBHssol B

1 O
U HIE Agstoiok g

o AT WA == ARAASE Aok AAE RtRHE 2443 ol =
N AREALe] JIFSA =" tig Atk I gHT

o RO FYoA HITE F e EE ASAZ"HMA3Z AR A
TUA HEHE AFAY LFs s AR EZF)d dis|
t}= ¢1Z(MFA: Multi-Factor Authentication)& 2 &3t}

o AFA=" #HHE #YA, +FA, FEAVE 5 PCE © oA
AbEE A RS Al B0t mE AA EFYol S &3

o HQF X7} HQF Hjz AHEo oHEHT ¥ F FUF HA

S
671 ool AF Bt HAE JAFA=H e 2 &3t oF i}
6.5.2. AFEH H S+
g A fl=

6.6. AETF7] Bt

6.6.1. A =& 7T FA

-0
o|N
>,
[
i)
1o
N
off
e
ol

AFA 28] AT BE AFE thte] AW Y7 Lo Ax
A% YHe HgA AFAzY P2 AWME AFTY o]
Bastel, YF WY FA ATL A5

_44_



6.7. EYZ H

ANFAI =’ VESL A #e] Ao wet XY &4 Al=d 3 3] 2t A~
Hof| o3 Roxw st=do] WSk AHE B3l AFH 2 UMgA JISAE
st Akl AMSEE 54 XEE FAIRE 157132 CA/Browser

=

Forum®] Network and Certificate System Security RequirementsS &-83%Hc}.
1. JASA=EE 7154, =84, =84 A mgt UEYT ==
Yo m AlZ3}
of TYU3 Kol =4 H&
3. H9 A5 F A" =2 B 5 oxg] AH EE
e HEH S} oo 7 HHE #
o

>
[
i)
(i,
ol
>
[
i)
2
2
N,
(o
>
[
i)
flo

HQlE AzE, HBY YEYD e B4 P A2HE BB

r o
HAAN2H S T
6. ASALE =do B8ty ATy AMuls, ZEES, XE 3
FARE At H e Agste]l WEA T4l Aj(dsty, 294,
g8 5 AlCIEeDE TR
7. A= 2

Z1Fo A AAEEHZA g BE AA, ofZgA A, AH]
EFZ 9 XEE AASAY AHESHRA] REE AASta, AS7)E
B Q71 AA, fEFg Ao, Anlx, T2EF 2 XET 583t}
2 AEo] ¥z wet
S

2]

SA ="M HIED 7 e AR AHIo] HAHAY HA
= A5 AdFA="H A% Jde AA e Adl= AAFe dig
57 B2 ¢s5E WA
12. B g7} BeF sfx] A& o|HEY ¥ & FUF HYA

_45_



ASA, 54 #HA FZF(CRL), 718 JASA AHEF7|A A== A
= x A571H#H2 Alz="l AZEE NTP(Network
Time Protoco)ES AREStY HA A7 A|Z-S F7]38l=E QU0 Est

9lom], mE A7 UTC AlZto = jelo] Bty

>

o

ol

il
.
o

ok

v

. 1=A], CRL ¥ OCSP ==}

7.1, A=A =29 4
AZ7|Ho] g3l -

Q1S5A= RFC 52803 CA/Browser Forume] 7|
(Baseline Requirements)e] Q718

RFC 52803 CA/Browser Forum ~”]<(Baseline Requirements)o] ©-& 7
o= CA/Browser Forum 7]&<& A0 =2 F43 )

—o

I35l A=718 2 7FYA A=A+ X509 Version 3

AZ7)Fo] TFH= ASAE “HHFH AFA Z2ad” o HAH
olZ=A A B A83Ela, CA/Browser Forum 7]& (Baseline
Requirements) 7.1.2 @ RFC 5280% =<3
7.1.3. &gl NA AEAE

JASA dagld ODe “B3. JISA Z29d” o] HAIE ODE ARRIT

HAAY A=Z71F AZAE A3 nE oZx]9] wZFAHIssuer) DN
B AFM] 2k

f
u

o
(0]

olN

_46_



Z7)%e AFME BFFoEN AFA BFY /FE BE 2fA
Al AZYTFEHCPON BA T

T2 JASA 23 ARE AFE

1l O
A= AR = AFA ) & HAHE ALE A AFA
(Subject) B =9 THQl o]F& X3sHA L=t}
7+ A ‘ﬂ%/ﬂ—‘:— A3kl wiel Ele AHTE x3k I

T o, gHA G ARE A geTh
sub]ect:orgamzatlonName, subject:localityName % subject:countryName
A& 3221 (LDl wet Flgt.

A Subject) A= 0, =7 8] 7 (F, 3 EA9F 22
et ol H & ©=2or ART ¢ glon, o] fiAY EddsAY
AN Atddo] §l= AU AL JE TAE A" 4 gt

subjectAlternativeName = T+ subject:commonName <3430 o <F=
[PF2 == Y o]20] 3ty =AM E w3Fslr] &=t}

dNSName®] &= RFC 52809 X|AH “7|E o]g T&E(preferred

name syntax)” o] flojof o2 LE EA( ‘_° )E XTI F i
7.1.4.3. AHSubject) AE - AZ71F ASA

U718 JASA FFd 7| ZE &#FAHSubject) BE7} A &3]
QC’J‘FSW] ? ’6‘H AFHF=2(CPS)7} CA/Browser Forum 7]s(Baseline

subject:commonName £A4 2 AZ7|H AFSA 9] AHAZ ALgE
ATH AF7]Ho] WE AS7|H US4 subject:commonName <5432
ko] of Fhrh

°1%7]3-& subject:organizationName ZAjol <Q1E7|H WAL *3+
gt AR A S E&EE ool Ag, AFH olFH A W
T oo} o] i Aolgt BEE TS F Utk dFE 5o 34
Aol  “Company Name Incorporated” & ZAIEH JAZ7|H
“Company Name Inc.” =+ “Company Name” o]g}al A& & Qlth

subject:countryName <42 3.2.2.1 (R1¢8R) g=o mel &=
[SO3166-1 =7} T =& 333t}



AF7 o] WFH AFAE ASYPEACPYL ASH HHYoz
A BE A M okt 2
. AAA 2H FEA AN

HOV) 1%4]: 1.2.410.100001.100.1.2.2
 OCSP 1%5A: 1.2.410.100001.100.1.3.2

CA/Browser ForumolA dgtd o3 A3 AW
A&t

o XA FEA HAOV) A5A: {joint-iso-itu-t(2)
international-organizations (23) ca-browser-forum(140)
certificate-policies(1) baseline- requirements(2)

organization-validated(2)} (2.23.140.1.2.2)

7.1.7. AR A A AL

718. A4 A4 TE L on)

72. 124 #x Z2(CRL) =23 77

2 T Z(CRL) RFC 5280 #F&= =%

A HAEZZS X509 V22 wEE
7.2.2. CRL 3% "=

(e} =

e CRL ==#} : HFE-ZH Q]

4
.
i
&
olN

b e A

_48_



7] 21" 2K Authority Key Identifier) : 1= A]o] A A
3]

%
2w

r
rE
N

%']_

5 92 UTC 49 dx (1 d)
ASA HA AH AbF(dE)

- keyCompromise(1)

- affiliationChanged(3)

- superseded(4)

- cessationOf Operation(5)

- privilegeWithdrawn(9)

[ ]

Mo do > N
bl
N
— =

o

=

7.3. AAZE JAISA BE A5

=

[K

)

23d 4

AN ASA AE ASOCSP) ' RFC 6960 £F& T30
713 AR A M 2~(Authority Information Access)ol] A A AFA A
(OCSP) -&2#F URLS Fall AAZE 54 Hl AS(OCSP) A4 gk
&3ty CA/Browser Forum ~]<s=(Baseline Requirements)el twhzk
A %< < % Aol sl Good &< A&3HA F+=th.
b JASA H HFOCSP) S92 e 22 <
@%(OCSP) S HAE AT e

=718 == AAZE

1o

o HZA HAEHIE A ASAE TS AS7H
. AR AEE FASE AEAET BEFD AZ/)D ofd AR
ol=x =2 7}2 OCSP <22HOCSP A® <=4 RFC 69600 #o=

(1

id-pkix-ocsp-nocheck &< &4 "7} £ = ook 3t}

w7t Q1EAE EFstel, Root CA, CA AZA o thah OCSP&H A,
A=A7F HA=H -, CertStatuse] Revokedinfo Well revocationReason
7} HEEA] EA)5)o]oF S

73.1. WA

AAZE AFA e AZOCSP) 84 REC 696091 o8 Mz 12
et FAROE AN AFA AE FFOCP) $EAE aFol
G7h ZFEo] JHeE SHels A & & Atk

=

_49_



AR YuAFA AFAA AFHL BRI A SYAA 9

AR} 7‘37] AE 3t A RaAE CA/Browser Forum 7]
8.6 o

8.1. 7} ¥I= 9 37

8.2. B7} A4 @ A-A
AE AHEQRISA JASAA A= a3 22 A4 2 Jles B3
Helo] s3istodof gt
o JZA ALY SH Aol AWl HA e A
o« AEHAEWebTrust) =& olo] F3l= =4 AF A 7158 A
stal ZAbetE A5 2 AE BHFA
o 3 71 7R, 45 T JAF Aulze] dig AEAHQ] A2 254
o JEH2E ZFAHWebTrust Audit)?l 7%, WebTrust.org= %
ZFAFQI(Webtrust Practitioner)
« WME, AF A4 v AdEdY AR Sk A
o UR AR A 71 BE AQsta, RFEAE B WA Ha
1009 =28 AHA dx2 HAE A9 AY  EIP(Professional

An)
ol
N
N
rid,

oL

Liability/Errors & Omissions insurance)< #*8taL A+ ZHAF 713
8.3. AL thidel thidk H7iAke] A
AAAbE 92 AE AR A B ARG A o s BAIE flojof gk

8.4. 7} %

_50_



T T %P H
™ X B .
CROY o= w
—
g 5 - I
S ! =3 ﬁ N =
" j W RO o "
S - op N
ER wp i :w_ = o
'~ X {] & 9 o
7 4 oy 2
c 2L R_T m TR (Y
M m i ™ My X o
(D] 1P ~
= £ O N & T R
N S " T M T [ <
~ & mﬁ. ™ Eo o olJ N
O ! ‘_II.VIL o) \H_Al L._.O 1_.E -
< R N ~~ I—ﬁU ‘MU-O N U_A
X .
,Mu anb 1__,_ Hof }oh or __ ,_lryl Eu
Vs 5 G o o °
| M 7i° 3 TR (ay X° N
M = 2
A N Ak 1o° %‘ﬂ zl_o + o B NI
NN E R ~ kg 4 I
% o K oMo o e ™ o,
T EXN N Ho o w ook )y N
SO o N = =
WP R ) W2 T A
< N W T w Y R S
5o A A Ao gy o S
2 = ~ O I N B o
= g ]
. o % TO O ﬂ_.W ﬂ HA_I — NN
2 E: B N
Bz NJo 5 N s N R N T N T o,
J o oG e W ool Mo TR

2=

k<)
yal

2hg) 2

o]
A2

=

7] (Baseline

T

=]

7H1A] o
Forum
A]

(¢}

]

] 3

°©
yil

_51_

s #1813 ol AA A

1(CPS)®} CA/Browser

SO

1

°
yal

g 71 2= 54 AR o
o ™3

7]
=

PAE 5
3 A

SHA-256 A|#(Fingerprint)
%4

E

Requirements) <= o ol tj

8.7. A A}
Azie] AA A of



Llasy

b Mo 2

Aels

WA A

9.1 &«

B

S}A]

Akl -

ol
H

w, A, Ao Hed Ve aee T

o)

Njo
)
T

ook

9.1.4. 7]E} My~ 9=

x

veel

T
o

9.2.1. B3 # & HY

A
G

—_
10

9.2.2. 7€} A&k

_52_



93. 71¥ AH HZ

)

ZYFZ2(CPS) 9.4.1 DHUARREST AF

2]

0

=i
=

d 91

e
ol
e
N

Nlo

0

NR

5+

9.3.1. 7|%

-
ol

—_—

B

—_
10

ol
Y
ﬂ

Nlo

0

2 Y g

= 714

I ofe AR

ks

EAE #7
okl

3t

<)

1A R &35} e]ok

S

—_—

0

4o

il
7K

W

A AA 7

R
o

il
ﬂe

A
g

)
o

ot

;O,._

YEH2AE 7FAE 14 (WebTrust Audit Report)S #) 2]

7Nl 71 A3 Holy

3

=
il

el 9

O

A

—

9.3.2. 7%

of A

Sis

gnel )

o)
=2

CPS) 9.3.1 (7]

Nlo

0
J|
—_

7HY R

eyt

l

=l

1= 9 #H=A HlolE 7} Z/ ARo| 2443

=
T

HA ARE= 7" AR=E 2

Q%4 5

il

)

B

o}

whe} A A

—

0
N

B H359

0

A

—

9.3.3. 7%

]

=L

= 7]

Al kL Al

o
=T

0

o)
N

No

—_—

0

)
)

==
o

‘o)

"

0

_53_



A 7}

3]

al

8

]

ALl Eo] AAE 7hQ

Al
HEY /M7 27 EHAY TRR

12

A

MAAH R
B7} old AR

2] g
o A" AA-EAZ W

o

RELA
A

E
A

01Zx], CRL == OCSP9

Aol

~=

9.4.1. /AR EZ A E
A5

9.4.3. /1<
9.4.4. /¢l

94. MAARHE S
9.4.2. /M

o Aol Eo

&
ﬂ

Nlo

0

=1

°©
yul

- AR

o

TH - B

=

=

59

=]
=

F &

°©
w

of wel AAFHE

x]
T

%

KA g

]
9.4.5. MAA R ARG O

8

]

AAR 7R

bol glabo] £}

e
ﬂ

Nlo

0

=

_—01_
wir

it

b o4 9 AR FAe] o

<)
pal

sl AR Argol of

=

=

i gst=

9.4.2 UIJAR

=

A 189

)
=

tH, AEFA e 5o, ¥

A17=

o

w4
AR FA Q] MAAR

¢ Wl ARt A
_54_

B HSH ]

Al 3AFA A A&7

H
=

)

°©
yul

=

B4 Ao

H

al

8

-

[ I

]

T

oA HA
e

}

R Y

5
o

°.

|

9.4.7. 718} AR FN 7=

o

[e]
T

9.4.6. AFH
12])

Z
73

9.5. XA A4



JSA B HA HE gk Aqtkd

9.5.1.

', A

S

H it

)

37

T
-

SR

154 A 8] 2

Q]

A

1=
A5

8

A

9.5.3. W A

5_]__

DN AHHo| tj

==
¢}

]

|
—_

Njo

Nlo
K
A
)
ﬂ

Nlo

0

AAE W A

o,

;o_._
i

~

o

obel Aol o

=] 2, ", Al

Aol E

1=
CA/Browser

o G714l AA

(CPS)

T}
=]

O
Q)
=]
=S

CRL % OCSP
B

7] (Baseline

Forum

o]
=

Z ==
‘6‘%]‘1“1":

]

o
Requirements)ei|

Nlo

9.6.3. 7}

Nlo

o
Tk

)
ﬂ

—_
file)

_55_



do T W N T
N Bk o Mo
"R ) I O I 1
Cepwm U3 OTROE AR
ol T rm le 53 T o 0 TN o~ oF A4 R =
" ONo =y 2y X o No ™ o - ) ~ R T @o
7o o Ko Yy o &/ _ g it CL K iy
Peced Fla® kr B pEiEfag:
T = oy O S I A I o B O o X WK N =
N X HO T o = o & No wm o o X
~ Mo on = ® o o A o 7 T
. mr N . ‘mW o R, H._ _ O_E Fa WK X %o _L
y:fﬁ/%% T e W o e%&rﬂnaz_o >
SyiizsTETR SPFE SuEea4iil
T o w8 R T X T o Sl ™ o T

o ) o W - oo H] N X0 % mk T o = M~ = T m Njo

2 Poragiro® o g o = ° = X B
o NS S o o BEm™ERSK
Jﬂm%%ﬂmﬁ%.ﬁa%%1g G mmﬁb&vgmv
oo T o o ﬂanu__Aurmz_o__oLéLorW = R -
~E ~ My ﬂ.l g T N~ o o X% D oM il Njo T
- o o) | o ) 0 o — X Ko ) 1_x o = T @m o MopKk X T —

R Hpd W d oo ® T e W R = g PO "
E#EAﬂiﬂ%% o = _xﬁ_TﬂﬂgEm E%ﬂﬂ% K No
TR s B oo w PrdIdww I
T LW Moo g s I I I o, Moo =

Aﬂﬂﬂwnma%mﬂafﬁo%_w&ﬁ 03 Hm%m%mﬂ@
o = & — W X ol o ~— o .. WL o B o) oF Nlo it o r
X X = N — o AL - _~ o ~

T T = No ® & o Njo N U~ o) B — < %o oF
o ClbIR . 1 Zoo B o
‘DI o — ~— o o~ T 9 o}/ T DA 0 —_ ™. 0 = = o T

= o N X o R ol ™ o7 o T ° % R oo = e

T 0 7= o N < o
_ ‘NII,VM_ Of OL _.:1_ 0 ) H._.._ ‘Nv.ﬂ ﬁO E.O n_.i — HT_ % H_Al _.:1_ AN X o ‘__b o =K
o NN L R C pE LR
F gmodo X _ Mmoo W oo I ~ = o MK Ny Mo RO

CENXm N S o T o » T o il
: e T TTRLERORETITO ClE R e
RS- R R

N ‘ml o O ﬁe ,ﬂl ° o . . o

H7b AAE ) /1ZA o

=z ©°

- 56 -



e UsE 7 EF e ASAH 280 i AdF1Ee] A
AAFE 71 Wl g3k sk o F

o A B o AT THAA AAM Es ol&fHs AN
stAY [IS71de] EHET ASAVE I T4, AVl EBEe A4
=09 diaxet 22 W3 Fse 7St st ol AMEHE A=
LA A5 AsTIHEe] i ASAHE A HAD F e AF)
Atk Aol o A = 5

9.6.4. A FAAS] e Bl HF

Y A ge

9.6.5. 718 HelAe A& % BF
A A e

9.7. RZ WA AT

E CPSoll HAl"E AL ALsta, Ee AFA 2 #AH AXZTEY S 2
AME 28 “QlE I E(AS 19)” & “AHE 7153 th£(AS AVAILABLE)” A&
#ch. CRL ¥ 2E ZFdx =& A3zke Zxz] %, 54, CRL E&

FAJXAFIE FAR Al AFsts 78 FF T ABl2o] ARS Ze)l

ook

2z
S Aoat e, AR Auls BEE AFo] RE AU FZA77]
Uz Ae] ha goo AZAdSAY ©87 9L Aoletm H=a
| ket

_57_



)
—

x

ol

9.9. w7

[——y
1o

|Eds

a7

A TF=2(CPS)& A4l AA

9.10.1.

gy

o)

0

==
TR

9.10.2.

At MAez AT

T
T

4 2 A

g

H %

A7kA

0

W o
N X
~L
o
vw
oH ‘M
dl. 2! Bo
RP =
A S
N ﬂv.o UT
- _ o
9} o o
T
g
il I
"R X
~7 = o
o B =
O
o) ™ K M
NS
o0
7T 2
op ¥ o
[l
T O e
MR

w0

_58_



A4

CPS)¢]

3

-

Ha A 13] o] HdHolE

o

L

A olm

S

E

]

All

T AY=E 301, F=AGHEANT
F=2(CPS)

L +9

=

.

o GSS

ok Qe 5Y ool

3

‘?;
.

)

9]

I3

=
-

) o % 1 7Y

T4 (03923) A= vt

7
oWl Y: gssl@klid.or.kr

1

°©
w

=

o

Q)

7;

9.12. 7|4

=] of of

W=

)

=i
=

A&7

=

<)

222 (CPS) AHgAlA FA

]

T

[e)
3%

9.12.1. 7k A=}

st

Al Al

o

4
XO

ol
T°

veel

A

ol
e

- No

—_—

0

o
<

!
wH
AR

_ﬂyl
R
0

=

(CPS)ell

1

°
yal

tol AREAFAA FA

°©

Q1= Al

QAo E A A Aol AlA
3y g b -

9.12.2. 74 &A

9.12.3.

o AR A

SR

=
[€)

ol

(CPS) 7R ol 23l

X

nH
oy
NJo

—_—

0

)

_59_



B 2HOID, Object Identifier) M-S 2T 4 J&= F¥S A¢S B/

.
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- - — —
A JASA 29
1. &5 A=713 ASA
= LTA s
Version
0x2) 3 (0x2)
(G R
Serial Number gulo] E o] (@2
OEEEA) CSPRNG w4 | —
Signature Algorithim SHA256 RSA |sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
(9 F1eZ) P
. commonName = MOIS SSL Root CA
Issuer Subject organizationName = Ministry of the Interior and Safet
i =
1R (g2 e N y Y
I countryName = KR
Validity
20 A
(FE717) &
. B commonName = MOIS SSL Root CA
Subject I3 &4 @& L . .
organizationName = Ministry of the Interior and Safety
(&82h CN, O, C
countryName = KR
Subject Public Key Info .. | Public Key Algorithm : rsaEncryption
RSA 4096 bit ) .
(&2 27 7] AR) RSA Public-Key : (4096 bit)
Subject Key Identifier | &7} 7] Hash tical | (2)
non-critical |(Z
EXERIEL-ED 20vko] £ N
i Key Usage (0x06) itical | keyCertSi RLSign (0x06)
X critica eyCertSign, cRLSign (0x
220 A8 yLerig g
Basic Constraints » Subject Type = CA
_ 1R R4 critical _
12 AD Path Length Constraint = None
2. A=71# AFA
= LTA s
Version
0x2) 3 (0x2)
3
Serial Number gulo] E o] (@2
OELE) CSPRNG w4 | —
Signature Algorithim SHA256 RSA |sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
(9 F1eZ) P
718 Jssuer A9 commonName = MOIS SSL Root CA
g (22 A=713% organizationName = Ministry of the Interior and Safety
" Subject & | countryName = KR
Validity
104 A
(&7 &
. B commonName = MOIS SSL Server CA
Subject ¢ &4 o . .
organizationName = Ministry of the Interior and Safety
(&82h CN, O, C
countryName = KR
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Subject Public Key Info RSA 3072 bit Public Key Algorithm : rsaEncryption
i
(AEFA 27 7] BAR) RSA Public-Key : (3072 bit)
. . &4
Authority Key Identifier S1=71% SKI tical | (2
U7 non-critical | (&
1% 7] 28R ° N
s
Subject Key Identifier | 7§ 7] Hash
) Y ° non-critical | (2 <4°)
(&f# 71 282 20vtol E
Key Usage (0x86) itical | keyCertSi RLSign, digitalSignature (0x86)
X critica eycertoign, C 120, digitaloignature X
7 AH8) yHETR & et
Basic Constraints » Subject Type = CA
_ 1R Ry critical ,
C1E A3 Path Length Constraint = 0
[1]Certificate Policy: Policy
Identifier=anyPolicy
Certificate Policy CPS OID & » [1,1]Policy Qualifier Info:
non-critical . .
R1FA A4A) URL(HTTP) Policy Qualifier 1d=CPS
Qualifier:
2% http://ssl.gpki.go.kr/legal/cps
¥ E | Extended Key Usage C. | A¥W 9= (1.3.6.1.5.5.7.3.1)
R A non-critical
&3 71 A8 FZoldE QAF (1.3.6.1.5.5.7.3.2)
CRL Distribution [l]C.RL. D1s.tr1but1<.)n Point
. CRL URL » Distribution Point Name:
Points non-critical
(CRL 9= A7) (HTTP) Full Name:
URL=http://ssl.gpki.go.kr/arl/SSL-RootCA.crl
[1]Authority Info Access
Access Method=¢1%7]1% 3= (1.3.6.1.5.5.7.48.2)
A Alternative Name:
Authority Information olZ=7|% URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
Access ol=x = | non-critical |[2]Authority Info Access
C1# Ax HD) OCSP URL Access Method=2-2}31  QASAH  dEH ZZEZF
(HTTP) (1.3.6.1.5.5.7.48.1
Alternative Name:
URL=http://ocsp-rca-ssl.gpki.go.kr
3. 7MA 23 fEA AZOV) AFA
Ic=dy LT AL #
Version
) 0x2) 3 (0x2)
Serial Number gulol E o] (1)
(CELE) CSPRNG &&= | = '
718
Signature Algorithm . .
= SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)
A" F12)2) P
commonName = MOIS SSL Server CA
Issuer As71d organizationName = Ministry of the Interior and Safet
(2FA) Subject gx |0 y y

countryName = KR
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Validity ) & gy
(FrE717D) Q%A =T
a7 =8
commonName = (| Ate]E URL EF)

) 247k organizationName = (¥& 7|#% IF)
Subject v o= (I A]m A EN
(=) CN, O, L, S, |locality = (F& Al A=)

‘”— C stateOrProvince = (38 AlE=™ Z)

countryName = KR

Subject Public Key Info
(&2 3 71 BH)

RSA 2048 bit

Public Key Algorithm : rsaEncryption
RSA Public-Key : (2048 bit)

3

Authority Key Identifier AF71H . o
o1 7] A8 SKI 2 non-critical | (2 %)
Subject Key Identifier | &7} 7] Hash non—critical | (m22)
(&fA 7] 482 20ute] E N
Key Usage (0xA0) critical | digitalSignature, keyEncipherment (0xA0)
@1 A8 RHAPIRTIAITS, FeyEneD
Basic Constraints . Subject Type = End Entity
7R 7F
12 AH TR critical - b Length Constraint = None
[1]Certificate Policy:
Certificate Policy CPS ODD % non-critical Policy Identifier=2.23.140.1.2.2
154 A4) URL(HTTP) [2]Certificate Policy:
Policy Identifier=1.2.410.100001.100.1.2.2
(FY = ¢ 49
DNS Name = Domain Name 1
w =
Subject Alternative =
) aA mde | 4 seel 9 g
(28 A o)) F24~(FQDN) DNS Name = Domain Name 1
== = DNS Name = Domain Name 2
DNS Name = Domain Name 3
Extended Key Usage i L
N1 A o non-critical | Server Authentication (1.3.6.1.5.5.7.3.1)
@3 7] A8) HEE
CRL Distribution [l]CRL' D1sitr1but1<')n Point
Points CRL URL non-critical Distribution Point Name:
(CRL W% A7) (HTTP) Full Name:
URL=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl
[1]Authority Info Access
Access Method=¢1%7]1% 3= (1.3.6.1.5.5.7.48.2)
. ) ol=r|H .
Authority Information S=A B Alternative Name:
Access OLC§P U[;i non-critical URL=http://ssl.gpki.go.kr/certs/ssl-ca.cer
Cl# AL HFD (HTTP) [2]Authority Info Access

Access  Method=<-2}¢l QA=A TRES

(1.3.6.1.5.5.7.48.1)

S Hl
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Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr

SCT List
MEE ASA
BY2HE 55

CT 211
37N o)

non-critical | (24

&~
O
O
95
v
oo
o

ZHResponder) 134

Q1Z7]3% <214 OCSP URL : http://ocsp-rca-ssl.gpki.go.kr

Q154 OCSP URL : http://ocsp-ca-ssl.gpki.go.kr

- 7Ha R
gc AT7A &
Version
(0x02) V3 (0x02)
M3
Serial Number 8ol E o] @)
CLELES CSPRNG w4 |~
Signature Algorithm SHA256 RSA | sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
(N gaeE) P
Issuer Ela=pus ~
) ()
(EFA) Subject &
Validity _
= 19 3 2=
1 717D Hoy 3d ()
7 ()1571% US4 OCSP)
L commonName = MOIS SSLL CA OCSP Responder #(n)
! n=1,23,.)
= organizationName = Ministry of the Interior and Safety
. 2 54 countryName = KR
Subject -
@ =E
(&FA) o -
CN, O, C | CF4A 54 OCSP)
commonName = MOIS SSL Subscriber CA OCSP Responder #(n)
n=1,2 3, .)
organizationName = Ministry of the Interior and Safety
countryName = KR
Subject Public Key Info
(/\]o 2 27 ﬂy RSA 2048 | Public Key Algorithm : rsaEncryption
T A S
bit RSA Public-Key : (2048 bit)
) .
Basic Constraints " Subject Type=End Entity
N 214 7k tical
(718 A%hH LB critica Path Length Constraint=None
N Subject Key Identifi #7171
ubject Key Identifier i o
s (282 7] A Hash non-critical | (B<)
Z 20u}o] E
= | Authorlty Key T3 SKI
Identifier N non-critical | (2<)
1% 7] 82D &
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Key Usage

] AL (0x80) critical Digital Signature (80)
;E;}tf;ld:]d ﬁZ)Usage TAZ | non-critical | OCSP Signing (1.3.6.1.5.5.7.3.9)
(21371% Q134 OCSP)
[1]Authority Info Access
Access Method==2}?l <IFEA HH Z=2EF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
Authority Information OCSP URL=http://ocsp-rca-ssl.gpki.go.kr
Access non-critical | &
O1# AR 2D URL(HTTP) FFAA A=A OCSP)
[1]Authority Info Access
Access Method==2}?l <IFEA HH Z=2EZ
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr
OCSP No Revocation
Checking A gk non-critical | id-pkix-ocsp-nocheck (1.3.6.1.5.5.7.48.1.5)

(OCSP #=H A &1
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