(CPS)

2025. 8.



EEIEEE) EELL 144 | 94
1.0 |2023. 2. 9.| A HFH xolg | stEtE
1.1 12023. 4. 14.| 7| M2 Zt 29tF S 80 5 & =8ELH| X[9|g | ot&E R
1.2 |2024. 2. 6.| OCSP QABM £57|7F HY M3 | SHEE
XAl CA/Browser Forum TLS BRs EHH
1.3 |2024. 3. 29.]- 946, Q15 =Z20tY S 7[E} L =¥ M3 | SHEE
- 80| U Q&R £
CA/Browser ForumQ| HER3 EQt @FAt F& N
14 |2024. 6. 25| <Y T Mo|M | StEf2
- 67. HERZA ot o5 LHE F7}
%Al CA/Browser Forum TLS BRs EHY
- 31, 32 Z=Ool9| Punycode Hat X W8 =7t Mo S
] X2 | "itd
1:5 12024822 34 492 49712, 7| &40 AP JteiRtel S Ik
ASA X 2F & LHE F7t
CA/Browser Forum?| HERZ £t @At =&
- 3224 =09 21F Y ACME L& =7 .
16 |2025.1.17.] | = he =7t MX|e | uts
- 80| U QR 3
- & QISHURFH(CPSUO| HH U
JtUA CIBAM 20t #HY
1.7 |2025. 3. 20.|- extendedKeyUsage Zt&O0flA Client Authentication| X2 | Bz
(13.6.1.557.32) AHH|
CA/Browser Forum?| HERZ Eot @At =&
1.8 [2025. 7. 17.|- 32242 OOl QIZHIH O|HY, A SMS & AN | dX|2 | Y
- 322418 EOQ o1F diE 2 LI FT}
%Al CA/Browser Forum TLS BRs EtH
19 |2025. 8 20| © / o o Ax|e | 2ol
- 575 U2 BN HIX| CHS I Al A=l WWE 7t
o] A= AdoolEH AHZ AHAAIZA-WHAFA
4.0 A ol d 2ol wel o] g3 £ 95U @



http://creativecommons.org/licenses/by-nd/4.0/deed.ko
http://creativecommons.org/licenses/by-nd/4.0/deed.ko
http://creativecommons.org/licenses/by-nd/4.0/deed.ko

1.2, FEATTE D A1HD oeeeeeresesssssseessssssssssssssssssssss s sssss s RERRReREE

1.3. PKI #=}
1.3.1. 1571+
1.3.2. 5371
1.3.3. 7F4 A+
1.3.4. A= FAAE
1.3.5. 71e} F =}

1.3.5.1. YALHHR
1.3.5.2. =Z7F RAL#AH Y
1.3.5.3. A G A RNk

14. JISA 9 &5

—

Hd & & A A A A AL S D dhhddhdh AW

L ASAFEFH(CPS) AA 2 A
15.2 AFTAFZ2CPS)] &
1.5.3. JASHF=H(CPSS A<
1.54. ASHF-22(CPOS MA s AA}
16. o] g ofof
161 H9
1.6.2. <o
2. AN 2R Aga: AY 6
2.1. AL 8
2.2, AR TTY FUG conemerssasssusssrssorssusssrssonssssssrssonssssosssssnssssosssssnsssrosssssssssrosssssssssrosssosssassosssosssasssss 3
2.3. AR ZF7 F7] .8
R e RS 9
3. 4E 3 AF 9
. R1FAe WA 2 DN A A 9
311 o R ) =) = 9



3.12. BA 9w 9
3.1.3. AlAHIE] Aol BTl W FA] 9
3.1.4. 154 DN % 9
3.1.5. ¢1Z4] DN gteo] fd4 9
3.1.6. JAFA] F3E(Trade marks)e] A& 10
32. Az A4l 10
3.2.1. A%l 7] & 59 U 10
3.2.2. 229 A<l 10
3.2.2.1. A&l 11
3.222. #F5/4E 11
3.2.2.3. =71 &<l 12
3224 =}l /IS oAF == HZ AT 12
3.2.25. [PF4 S 12
3.2.2.6. et E=7tE =Ml AF 12
3.2.2.7. dolE a2 AP E FE7|% 12
3.2.2.8. CAA 7% ]2
3.2.3. 7h%] AFA Y Al 13
324, AFHA &2 A BR 13
3.25. A% AF 13
3.26. 4T & 7= 13
3.3. 7] A QH 0] THEF AYTFO]l Tl O]Z everrrernesesessensensessssssesssssessensenssnssssssssessessensessens 13
3.3.1 7] wAe thgk AdEd H AF 13
3.32. HA 3 7] wA o AL L 13
KTV : I I [ oy R [ L ) = L e 13
. ASA BEFT) D LTFANE 14
4.1. AS5A AH 14
411 JASA AA 71+ 14
412, AFA A7 HIF Bl AQ]L ettt e 14
4.2, AZA A 15
4.2.1. A4 2 AF 15
4.2.2. QA g 52 2 AA 15
4.2.3. AAHA T L8 A% 15
4.24. 15713 5 7= 15
43, AFA BF ~16
431 AFA TF =3 16
13.2. %A TF A 16
14. AFA 53 ~17
4.4.1. JAFA 5 dA} 17
44.2. AZA AA 17



4.4.3. B FA o that CAoll o3 A dgF EX 17
45. 7] B D AFAH L5 e 17
451 1A AR AN T A GIE e 17
452, AN GARF QA=A AZ F|(Z7) 7)) AFE 85 v 17
4.6. JAFA 734l 17
4.6.1. AZFA BN 71# 17
4.6.2. 154 734 A7 18
4.6.3. A5 A A=} 18
464. AEA 4 BA 18
4.6.5. 54 34 + 18
4.6.6. V541 74 AAl 18
4.6.7. & 710l AFA] 7JAL TA] cereeereeemninsts e 18
4.7. JAFA4 7] nA 18
471 EA 7] A 7E= 18
4.72. AFA 71 mA AH7B 19
4.7.3. AFA 71 mA Az} 19
474. AZA 7] 2A EA 19
4.75. JAEA 7] oA 4 19
476. AZA 7] 2A AA 19
477 42 7180 AFAH 7] A A - 19
4.8. 54 WA 19
4.8.1. JISA WA 7+ 19
4.8.2. 54 M7 A7 19
48.3. JASA WA A=A} 19
4.8.4. AFA WA A 19
4.8.5. IS4 WM7AE 7 20
4.8.6. A5 WA AA 20
4.8.7. THE 7]l QAFA] FATZ TR seeeeesesesessnsmssssisinti e 20
49. A5 #HA 2 AR 20
49.1. AFA #H=A 71& 20
49.1.1. 7} A QA=A HA ALS 20
4.9.1.2. JAZ71F ASA HA A 21
4.9.2. JASA HA AA7]H 22
4.9.3. JA5A #H= AAp 22
4.9.4. AFA #HAA 84 o 7|3 23
4.95. 91Z=A FHA A28 A3 23
4.9.6. AAFAA 27 ASA A G 27 24
4.9.7. 154 #HA HZ(CRL) &3 W= 24
49.8. 91ZA FHA EE2(CRL) 2F HH &8 A3 - 24
4.9.9. AAZE ASA HA D e g 24




4.9.10. AAIZE JISA HA &2 & 24
4.9.11. ]9 AFA HA &H F 25
4.9.12. 7] & T S5 QT AFR s 25
4.9.13. JAFA19 BAA 7|+ 25
49.14. A=A 59 AHA A7 H 25
4.9.15. 1S4 &Y A A=} 25
4.9.16. JASA19] a9 A=A 7|3t 25
4.10. AFA FE) Av]l2 25
4.10.1. JAFA] el Avj2=9 753 &4 25
4.10.2. A¥]2= 7184 26
4.10.3. +9 7% 26
4.11. Q1= Aulx 3R 26
4.12. 7] e 4 EF 26
4.12.1. 71 91, B¢ AH 2 "3} 26
4.12.2. N 7] ML, B AN g Az} 26
5. A #E] B 29 BHEXRX 27
5.1, B2l HEzx 27
51.1. 9% & A 27
5.1.2. 914 AT 27
5.1.3. A & F=AA 27
5.1.4. 4 tiH] 27
5.1.5. 34 dv)f 2 HS 28
5.1.6. mjA A 28
5.1.7. #71% Az 28
5.1.8. ¥AA W] 28
5.2. A2}A HEZA 28
5.2.1. A5 ® 9 (Trusted Roles) 28
5.22. 8 4FE F3ld 29
52.3. FF FEA A AFQ G QIF cererereerrnnsestseneeenstsnseisss e 29
524, A& BEg7} Q% 9 29
53. Q18 #a] - 29
531 A7 a7 29
5.3.2. 21L&l 30
533. & 2 =¥ 30
5.34. Ans Wx @ QFASH 30
5.3.5. AF olF % &3 30
5.3.6. HIA7} 9] A 30
5.3.7. 9& AlA 8. 30
5.3.8. A A4 EH 30




5.4. ZXAF 27 (Audit logging) A=} 31
54.1. 271(Log9 #3 31
5.4.2. 21(Logd HE F7] 32
5.4.3. 271(Log)e] X3 7|3t 32
5.4.4. 23(Logel BE 32
5.4.5. 271(Log)?] WY 32
5.4.6. 21(Log) T3 Al=H 32
5.4.7. 271(Log) th/doll tha FA 32
5.4.8. kg H7}t 32

5.5. 71 =(Records)e| H ¥ 33
5.5.1. 7]1=(Records)e] FF - 33
5.5.2. 7]=(Records)e] H# 7|zt - 33
5.5.3. WE A H(Archive)e] B& 33
5.5.4. M AHKH o A Hat 34
5.5.5. 7] =(Records)e] Al FU(Time-Stamping) 871 woeeeseesseesssrsssnsssesssnasennsenssenasennensd 34
5.5.6. 71 Z(ReCOrds) SR A 2Bl cecncnsessmssnscnscnsisisssssnsessisssssssssssssssssissssssssssisssssssssssssasssssens 34
5.57. HE 712 SR ZF I s 34

5.6. 71 W74 34

5.7. A EF 34
5.7.1. Aol ¥y H oj-g A=} 34
57.2. BEAN=E Ao &44d 459 dA =35
5.7.3. 7] &l W &+ HAx} 35
574. 47 d£4 g1 36
575. tit R ASA #HA s 5 AE AF 36

5.8. AZ/ B EE SEI|H FF - 36

Zled B3 ZX 36

6.1. 71 % A4 2 2 36
6.1.1. 7] % A4 36
6.1.2. 7HQl 71 A& 36
6.1.3. ATA TgAelA 7 71 AL 37
6.1.4. AZZARAAA S 7] AlF A=t 36
6.1.5. 7] 4o] 36
6.1.6. 378 71 w7 A 2 FE AA 37
6.1.7. 7] AHE &&= 37

6.2. Q] 7] BB B GFEB} FLE o s 37
6.2.1. 453l ZEY 7|E 38
6.2.2. 7A1 71l g BF A 38
6.2.3. 7l 71 A= 38
6.2.4. 70 7] WY 38




7.

6.2.5. 7§l 7] »3& 38
6.2.6. 7S] 7] == 38
6.2.7. WA 71 A% 38
6.2.8. 71 71 &3} 38
6.2.9. 711 7] B3}t 38
6.2.10. 71¢l 7] 2kA 2 3}17) 39
6.2.11. ¢33} &5 55 39
6.3. 71 & # 39
6.3.1. &7 7] B 39
6.3.2. A=Al A Z)7F L AFE | TF cererernreerennnieninniiiinsessssssssssssssssssaeed 39
6.4. &3} Hloly 39
6.4.1. &3} Holg A4 40
6.4.2. A3} Holy HS 40
6.4.3. &A3} dolg F7} e AL .- 40
6.5. AAFE HE 40
650 5 ATE HE RFAG s 40
6.5.2. AFE Ht TF 41
6.6. AHF7] Bt 4]
6.6.1. Al2=H 7 EA 41
6.6.2. Hetag] EA) 41
6.6.3. AEF7] Bt A 41
6.7. U ESZ H<F =41
6.8. A &l - w9
154, CRL & OCSP =23 42
7.1 AS5A ZE29Y 4 42
711 ASA WA 43
7.1.2. JASA &4 43
7.1.3. &g = MA A EA 43
7.1.4. A ¥4 43
7141 HH JA=d el 3
7.1.4.2 AHSubject) FR - 7F4AF AFA 43
7.1.4.3. 2F2HSubject) AR — Q1ZE7] T QIZA]  serrerrerserssnssnssessensesensenssnssnssessesenens 44
7.1.5. WA A% 44
7.16. 21=A A MAA 2¥H=} 44
7.1.7. AA Ak o] ALg- 45
ORI B ) 2 [ M = R =1 R [ o P 45
7.1.9. 72 AFA B G gk on] Ay e 45
7.2. 212 A H A ZZ(CRL) ZETFQ TFZ cercrcnnecniinissisissssssssssissssssssssissssssss 45
721 WA 45




7.2.2. CRL 3‘;‘]-;8- %E .................. 45
7.3, AATZF AZA] A A2 ZZTFQY TEZ e 45
7.3.1. ¥ A 46
7.3.2. OCSP &7 d = 46
8. 7AAL &4 ¥ 7|EF HI} 46
8.1 H7I W= % 374 46
8.2. H7}F FA 9 A4 47
8.3. TZHAL Tlgel ik HopALe] BA 47
8.4. 7} HE| - -7
8.5. H7} A3 %X w7
8.6. 7} A3 EH 47
8.7. AA ZHAF e 48
9. 7le} 4F £ WA A 48
9.1. Q& oo 48
9.1.1. AZA] B D THAD Q FF ceeereersmsnsnnnnnsnii s 48
9.1.2. AFA HZT 8 F 48
9.1.3. HA == HEHAR A 8 F eee49
9.1.4. 718} AHl2= 8 & 49
9.15. & AA 49
9.2, A%A A 49
9.21. 2g& g HY 49
9.2.2. 71¥} A4H 49
923 B3 =& H= HY 49
93. 7| AR B3S 49
9.3.1. 7Y AR ¥ 49
9.32. 7|4 AHE< HYE Hlojd AR 50
933 7|9 AR B35 A . 50
9.4, NMAARRKES 50
9.4.1. MAAHRRKS A F 50
9.4.2. 7§AAH KA 50
9.4.3. MAARI} ofd AR 51
944, NAARBSE o F 51
9.4.5. MAAR A& T3t EX 2 F9 51
9.4.6. A T+ FA HA}o| wrE F) - 51
9.4.7. 718} ARFI 7]& 51
95. AH A2 51
951 AZEA 2 A Fuo) ge Ao 51



9.5.2. AlFdel A4td

9.5.3. o] A4kd

51

51

9.5.4. 7] &e] A4

96. 1% 2 BZ
961 A=7B W& o
9.6.2. =718 &= ¥
9.6.3. 7IYA M= I H
9.6.4. AEFZAA BF
9.65. 7|} FolAe] &
9.7. ZE WA

e

52

«H2

e

52

52

52

53

54

54

~H4

54

95

55

55

55

9.11. A& E H FA

95

9.12. JNA e
9.12.1. /MA A=A}

56

56

9.12.2. 718 &A

9.12.3. JASAA AA A¥EaA HA 7|FE

9.13. BA s -

56

9.14. =AY

56

<56

9.15. B WEY &=

o7

o7

o7

o7

o7

o7
o7

9.16. F-Z e
9.16.1. &+d &9
9.16.2. 4=
9.16.3. & =%
9.16.4. 3 (HZAL W&
9.16.5. E7+3+4

3. AFA =29

o7

57

58




1.

A &
1.1. N8
FPANAR AHE ARSI ZA QZAA= TLS ¢IEA 3o E3td
PKI AAIEZA AAARE D FZ7]8 AAv 2o FAAY 7L ATS
1 EBARog 3t B EAE FAHGAR AHE SIHARIZA A=V
[e)

Gl g ASEA,

B FA4l= RFC 3647(X.509 PKI I5dA/R1FHF ZE A D)l met
2 Egon, FAGHRE HR Kokl =X (GSSL(Government SSL)Z
dhgsl= AF71#2 CA/Browser Forum(www.cabforum.org)oll A/l 243
Baseline  Requirement for the Issuance and Management  of
Publicly-Trusted TLS Server CertificateE F<=3tt}.

B Exe TLS BRs 7+ & FEo] AT 3¢ TLS BRsS ¢4z o=

=72 3}

12, =A% 3 ¥

B ZAEE AR YRARISFA ASAFEACPS) (o]3t AFHFFH
(CPS)olH H &9 AF~71#<Ql GSSL R =73 S
(013}, GSSL Root CA¢} Al A 3te] GSSL =713 &9 2 #
g AAS et AFHoR L=PAA g
Aol g = o
]_

o

—_—

ol olN

{0

1

A

o
(o}

rlr
rO
o|N
o

T

[>

d

e
. QlZr 7] AU
. AZPTEHCPS), ol wokw, AAARA W A AHH



, 73R, HA B RISVE JISA HA FF

(ARL)®) 71
49 ¢

—_—

7

o

o

2 e

ol
e
ﬂ

Nlo

0

w, 84, HA 2 RJASA HA 55(CRLS AA

—_—

o)
o

)

o

)

nR
oy
NJo

—_—

0

o

st= 7l#olth. GSSL <Q

G

]2

A

f—

X

—_
file)

M.O
o

ol
)
~

Hlo

b 7HIA QB Al Aol

g

ERRSIE

°©

AF71do] T TLS ASA(0]

1.3.3. 7} =}

Ho

)

s}
=

=
=

A ARG 7100 7D

=
[€)

2 9l

(o))
H

1750 7}

[

3.2 (4

T
) .

s

1SS B

0

bof A4

[

=g

°©
yal

shofof

S

2 AZHE o &
she BAY HMAXE BEsals Aol 7)welt,

ol &2

o

o,

3} oA}

]

0O
24

=4
Feq 2

z

o]-g-of e 7]
1.3.4. A= AR}

1.3.5. 7]E}



o [e)
7‘!‘11"0(:)]

==
‘:I.T'

AA e 7

Z
]-6‘2

o
pis

A

(CPS)¢] MA

]

_Z_l

nf
oy
NJo

0

9

T—

<

g datell

7} RA U el
o

@)

— T

Aako 2 el Qom, ke FRAREAS WA

2~Hl

BE A

1.35.2. Z7 A8

Z717) ol

i
)

ol
oy

)
Njo

0

ny
Bo
op

.EL
=
N~
mjp
A
oy
%

mK

o
=

Ll

2] o % 1 7)

1

°©
yil

1.3.5.3

ol
ﬂ

Nlo

0

wK
N
Nlo

—_—

'(H

F

X0
N

JASHYUAA Y F

1= 4
A& z2 o)},

0
0

i
il

O

)

2
Bo
op

nH

oy

Nlo

0
Hlo

™
)
Mo

el

Nlo

0

W
No

0

15718e] A

0

Aot ISA HA 5 AA

)
ﬂ

Nlo

0

A 1A A A

=
o

]

Jo

o

3 g

g

A

Gl

ojo
=K

S
o

Nlo

0



W o g M X W g T T i P
i~ oF B T No =0 N o — o
KO o 00 AT i oR
‘_ﬂ_v E._ HH o HT_ A ~ O 9 Qm._ o O_H
# ot F=o T = =X
= - = 2 ogr o : = o X
oo o N oy o & 1| NE ol ™ N =
X o o B % Ak o * g = TK
X o oo = o NS N
Njo No 1% Mﬂm ok T RO < < SO —~ o
= o oo ML < o m, iy B 0 =
rfm o ol Mo o) o olp 3 ® E
) . ~~
LE ¥ gHE gy - v T i
\ iy R N B H < Al o = O
Z_O ._.I.—_Vl ,— ‘Ul T o =7 OH_O —_ ﬂ —_— IS ot
- X do oy N of o To ™ X = =
MECH: T MW R R g o) = o
N — 7o _ - XX 1 =~ M.L )
mHﬂw/ H:udmmuz_ogm_u%mdm ﬂm% mL ar A
Zgs  KeEpw PhD £x g & 5
N R O 5 R oWy % 0 T o
) T T VRGN =5 3L o
W3 BT e o 2D i i+ =0
o T I K= ol o —_ « O 3 & o~ =
w2 trgrn e 2 TR a2 w0 e g
%o A N ) R =R W L E o Mo
T i WL © g M moo= 7O W BE 3 g R o
T & ok m_.A%mﬂmumlL_.mu e A o I w IR Mo S - BEIG NPAS
S SRR Ao - L TR, 08T &Y 7 "
s3w E pug kT 2 Swsf fafg:2s Sax
Do RPN oma T o 5 = _ P =257138a8g8 = 50
o oo zn XX = K %O = NGO K o) N oA o N Nb = RN A 3
S o ew T oo "o % W EeENgge W CA
o N T No = _ ® -3 Ao W o ooy WX
o 2 W E ol 7 B ol B-SCh -
S o W2 Ao T s N A e o Y = No =
WS~ - T K No ™ — ojp —) &m = 5) ¢ o-
= 0 o) X w X - o Njo o) © B 0 iy < )
No & Nowp ™ No B JJ o T -~ R N D Em N F
o N R B R T B U LR o 5 o
T oo H o8 T G o (LR R — o

S,

71 A



154, AZATEHCP) MF + A%

AF/1Be J1ed T AL WA 5 AR BAY 0 PF
AR He] ol Wop AFYREHCP)L AFBh AFE mE
WEe 2014 2 A Aol 71&d Axol ATk Agol upE
Aol W@ FUE GF] WA SbsAel UE A Al 9
AolEE B3 FAY 5 At

16. Aol 2 ool

1.6.1. A<

e

A

gl

7I4A} - QIFV|HOZ2RYH ASAAE g 7|H, He
uk3lo)

7FAA A1SA

2 TA o st

AR A2z A9sol sgels Wl - B
AARR HIESF 1§ merpA

K rN

AEs = ARE GAsHA HEshr] 98] & - 553 852 A
He A EE 2dn

7FAE ISA A 7100 71, private key) : 7FIAF ISAE A
at7] flsted ol &3k AR FEHE JFAE Hastes ARE
gt

} AZ 71(F7) 7], public key) : 719A A=A = A
st7] flsted o] &she A BEHE JASA U £FH= BHE

A 2AE2HOD) : 7FAA A=A Yol 7FYAHDN), dHEAk, WA

JJBAR 9o LugZ, o1=A AHA I 85, 2=A £A So
O
=

o pal

23E, RS0l R+ S AA(Objectzt ot o2
AAES FstA TEHA Fa AHstr] dsiAe 2 AAd 1
FHEE Foste WHol AREEM, oA AA AEAHOID,
Object Identifier)2} 3t}

IFAE o]FDN) @ &FA AAE HEs FEGS 5 AEF Fo
3l A3 o2 T

A VU F432] 7] F-(ICANN) : A Al F2Ae) 7] 7= 19981 9
AHd JAHYe vz, 7, A B AR g so= 74



71@o = SIEY DNse| 7144

;O,._
o

._OE
ar
)
—

10

N
i

=]
T

Y A4, FE AW AxE el o ¢

FE&E718 gl Hd9 =7F Aboly Bt

A A BEZCRDES

=
[

A

ZEZ(OCSP) :

Ay

=y

nir
o

o

X
No

)
—_

fite)

ol

X
NJo

™

ASA el 71A

2~ AHSubject) :

)

~

;o_._
qr

B4 A7 AURAA LA

A

Nlo

)

_
1o

o

b, apol o] ¢

5]

HA £5(CRL& F7|4oz o3

—_—

JA5A #HA EFCRD= AN 59 °

0

g
7
Nlo

°
Tk

A

1

=
[¢)

]

o

ASA HA FE=CRLY &3 5

[e)

ASA HA =Z(CRL) :

A 77

T—
) .

3

O =2 RIF7|HAA FI|HE g

ol

Ql

g A (Certificate Transparency) :

1=
T

1= 4

0

o
=l
ol
N
25

)

—_
10

1

%

=
ol
)

—

<

—_
fite)

—

N

o
o

S
nR

i Al ¥<=(Hash Function) : 94¢¢ 2

3]

P!

A= 31, =

=
=

g0 ¢

9|

<)
yal

2=

(hash value)o] =}t

shfol o,

755

Hlo

—

X

LTAGE

T
) .

8

Sl oF

Q7] 3o]

D= A

CA/Browser Forum



ARty #Esie A5 9 BEgAR FAE T4 a5l
» CSPRNG(Cryptographically Secure Pseudo-Random Number
Generator) : ¢&8tH o= QbEd A W A7 == Gssid

oA} W AT E W

1.6.2. <fo

e ARL: Authority Revocation List

e CA: Certificate Authority or Certification Authority

» (CAA: Certification Authority Authorization

o CABF: CA/Browser Forum

o CPS: Certification Practice Statement

o CRL: Certificate Revocation List

e (SR: Certificate Signing Request

e CT: Certificate Transparency

* DN: Distinguished Name

e DNS: Domain Name System or Domain Name Service

e FIPS: (US Government) Federal Information Processing Standard
e FQDN: Fully Qualified Domain Name

e HSM: Hardware Security Module

o HTTP: Hypertext Transfer Protocol

» [CANN: Internet Corporation for Assigned Names and Numbers
» [ETF: Internet Engineering Task Force

e NTP: Network Time Protocol

e OCSP: Online Certificate Status Protocol

e QID: Object Identifier

e (OV: Organization Validation

o PKCS: Public Key Cryptography Standard

e PKI: Public Key Infrastructure

e PKIX: IETF Working Group on Public Key Infrastructure
* RA: Registration Authority

e RFC: Request for Comments (IETF.org)

e SCT: Signed Certificate Timestamp

e SHA: Secure Hashing Algorithm
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e TLS: Transport Layer Security
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(CRL 9= A7) (HTTP) Full Name:
URL=http://ssl.gpki.go.kr/arl/SSL-RootCA.crl
[1]Authority Info Access
Access Method=¢1%7]1% 3= (1.3.6.1.5.5.7.48.2)
A Alternative Name:
Authority Information olZ=7|% URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
Access ol=x = | non-critical |[2]Authority Info Access
C1# Ax HD) OCSP URL Access Method=2-2}31  QASAH  dEH ZZEZF
(HTTP) (1.3.6.1.5.5.7.48.1
Alternative Name:
URL=http://ocsp-rca-ssl.gpki.go.kr
3. 7MA 23 fEA AZOV) AFA
Ic=dy LT AL #
Version
) 0x2) 3 (0x2)
Serial Number gulol E o] (1)
(CELE) CSPRNG &&= | = '
718
Signature Algorithm . .
= SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)
A" F12)2) P
commonName = MOIS SSL Server CA
Issuer As71d organizationName = Ministry of the Interior and Safet
(2FA) Subject gx |0 y y

countryName = KR
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Validity

N =2 397¢ I
commonName = (JAto]E URL )
. R organizationName = (J& 7]#&H )
Subject Gl colm Al Ale
(287 CN, O, L, S, |locality = (F+& A= A=)
i C stateOrProvince = (Y& A=W ZF)

countryName = KR

Subject Public Key Info
(&2 3 71 BH)

RSA 2048 bit

Public Key Algorithm :

rsaEncryption

RSA Public-Key : (2048 bit)

3

Authority Key Identifier A7 tical | (22
Ole 7] A8 SKI 2 non-critical [ (Z5)
Subject Key Identifier | &7 7] Hash . \
(B8 7] A8 oouLo] non-critical | (&)
Key Usage .. . .
] AH8) (0xA0) critical | digitalSignature, keyEncipherment (0xA0)
Basic Constraints . Subject Type = End Entity
oA 7F ]
18 A% A critica Path Length Constraint = None
[1]Certificate Policy:
Policy Identifier=1.2.410.100001.100.1.2.2
[1,11Policy Qualifier Info:
Certificate Policy CPS OID & non-critical Policy Qualifier 1d=CPS
Q1SA Z3) URL(HTTP) Qualifier:
http://ssl.gpki.go.kr/legal/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
(FY = ¢ 49
DNS Name = Domain Name 1
=
Subject Altemnatlve |y £ujal @ =ma 9 A9
Name = non-critical _ .
EeA UA o) Z2~(FQDN) DNS Name = Domain Name 1
== = DNS Name = Domain Name 2
DNS Name = Domain Name 3
Extended Key Usage . L
&% 7 A g) g Ak non-critical | Server Authentication (1.3.6.1.5.5.7.3.1)
CRL Distribution [1]JCRL Distribution Point
Points CRL URL non-critical Distribution Point Name:
(CRL "= %) (HTTP) Full Name: .
URL=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl
[1]Authority Info Access
Access Method=?157]# W54k (1.3.6.1.5.5.7.48.2)
. . ol=7% Alternative Name:
Authority Information ol
Access y AFA ¢ non-critical URL-=http://ssl.gpki.go.kr/certs/ssl-ca.cer
O1B AR A3 OCSP URL [2]Authority Info Access
= = (HTTP) Access Method==2}8l  <1FA  AH

(1.3.6.1.5.5.7.48.1)
Alternative Name:
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URL=http://ocsp-ca-ssl.gpki.go.kr

SCT List
M=a ASA

BYIRE 55)

CT 211
37N o)

(<)

non-critical

4. OCSP 2" A#HResponder) Q154
21713 2154 OCSP URL : http://ocsp-rca-ssl.gpki.go.kr

- 7FJAF 214 OCSP URL : http://ocsp-ca-ssl.gpki.go.kr
gc AN x
Version
(0x02) V3 (0x02)
7
Serial Number 8ulolE o) @)
CELES) CSPRNG w4 |~ "
Signature Algorithim SHA256 RSA | sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
(9 22D P
Issuer flaspdls
. ()
(Gl g=22)) Subject %t
Validity ;
Ho) 3d ()
(#E 717D Hh B
7 (21371# <154 OCSP)
B commonName = MOIS SSL. CA OCSP Responder #(n)
g nh=123.)
= organizationName = Ministry of the Interior and Safety
P & A _
Subject = o c01‘1_ntryName KR
& ==
(&FAD o1+l ol =
CN, O, C | CF4& 2454 OCSP)
commonName = MOIS SSL Subscriber CA OCSP Responder #(n)
mn=123.)
organizationName = Ministry of the Interior and Safety
countryName = KR
Subject Public Key Info
(}\Jo 2 271 9]}’ RSA 2048 | Public Key Algorithm : rsaEncryption
ETTA S . .
bit RSA Public-Key : (2048 bit)
) Y
Basic Constraints A7k critical Subject Type=End Entity
1& A e Path Length Constraint=None
Subject Key Identifi 37 7]
ubject Key Identifier .
= (287 7] AR Hash non-critical | (Z<°)
g 20u}o| E
¥ | Authority Key 37 SKI o
= | Identifier N non-critical | (Z<)
1% 7] 2D &
Key U
(;y A}za_g)ge (0x80) critical Digital Signature (80)
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Extended Key Usage

@ 7] AL A Gk non-critical | OCSP Signing (1.3.6.1.5.5.7.3.9)
(21371% Q134 OCSP)
[1]Authority Info Access
Access Method==2}?l <IFEA HH Z=2EF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
Authority Information 0CSp URL=http://ocsp-rca-ssl.gpki.go.kr
Access non-critical | &
e 3u ge | ORHTTD GHA AEAH OCSP)
[1]Authority Info Access
Access Method==2}?l <IFA HH Z=2EF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr
OCSP No Revocation
Checking A gk non-critical | id-pkix-ocsp-nocheck (1.3.6.1.5.5.7.48.1.5)

(OCSP #=H A &1
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