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ARL: Authority Revocation List

CA: Certificate Authority or Certification Authority
CAA: Certification Authority Authorization

CABF: CA/Browser Forum

CPS: Certification Practice Statement

CRL: Certificate Revocation List

CSR: Certificate Signing Request

CT: Certificate Transparency

DN: Distinguished Name

DNS: Domain Name System or Domain Name Service
FIPS: (US Government) Federal Information Processing Standard
FQDN: Fully Qualified Domain Name

HSM: Hardware Security Module

HTTP: Hypertext Transfer Protocol

ICANN: Internet Corporation for Assigned Names and Numbers
IETF: Internet Engineering Task Force

NTP: Network Time Protocol

OCSP: Online Certificate Status Protocol

OID: Object Identifier

OV: Organization Validation

PKCS: Public Key Cryptography Standard

PKI: Public Key Infrastructure

PKIX: IETF Working Group on Public Key Infrastructure
RA: Registration Authority

RFC: Request for Comments (IETF.org)

SCT: Signed Certificate Timestamp



e SHA: Secure Hashing Algorithm

e SSL: Secure Sockets Layer

e TLS: Transport Layer Security

e URL: Uniform Resource Locator
e UTC: Coordinated Universal Time
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[1]Authority Info Access
Access Method=¢1%7]1% 3= (1.3.6.1.5.5.7.48.2)
A Alternative Name:
Authority Information olZ=7|% URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
Access AFA A non-critical |[2]Authority Info Access
C1# AR HD) OCSP URL Access Method=2-2}31  QASAH  dEH ZZEZF
(HTTP) (1.3.6.1.5.5.7.48.1
Alternative Name:
URL=http://ocsp-rca-ssl.gpki.go.kr
3. 7MA 23 fEA AZOV) AFA
=y [TA) #
Version
) 0x2) 3 (0x2)
Serial Number gulol E o] (1)
(CELE) CSPRNG W= | = "
718
Signature Algorithm . .
= SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)
A" ¢12)S) P
commonName = MOIS SSL Server CA
Issuer As71d ogranizationName = Ministry of the Interior and Safet
(2FA) Subject g |8 y y

countryName = KR
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Validity

N At 3972 )
(517D Ao A |[(HF
commonName = (JAto]E URL )
. =X 7k ogranizationName = (¥ & 71&% Z5)
Subject L o
(287 CN, O, L, S, |locality = (F& A& A#)
= C stateOrProvince = (¥ & A=W D)

countryName = KR

Subject Public Key Info
(&2 3 71 BH)

RSA 2048 bit

Public Key Algorithm :

rsaEncryption

RSA Public-Key : (2048 bit)

3

Authority Key Identifier A7 itical | (120
Gl 7] A8z SKI 2 non-critica T
Subject Key Identifier | &7 7] Hash . \
(B8 7] M oouLo] non-critical | (&)
i(?e]y /\I}J;a_,;ge (0xA0) critical | digitalSignature, keyEncipherment (0xA0)
Basic Constraints . Subject Type = End Entity
oA 7F
12 A A critical Path Length Constraint = None
[1]Certificate Policy:
Policy Identifier=1.2.410.100001.100.1.2.2
[1,11Policy Qualifier Info:
Certificate Policy CPS OID & non-critical Policy Qualifier 1d=CPS
Q1SA Z3) URLHTTP) Qualifier:
http://ssl.gpki.go.kr/legal/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
(FY = ¢ 49
DNS Name = Domain Name 1
=
Is\;tl)rllzd Hlemative A =e non-critical (55 el o 29
(287 4 o) Z2~(FQDN) DNS Name = Domain Name 1
LA WA ©l1F DNS Name = Domain Name 2
DNS Name = Domain Name 3
Extended Key Usage . Server Authentication (1.3.6.1.5.5.7.3.1)
oA 7F -
@3 7] A9 et | non-critical | e Authentication (1.3.6.15.5.7.3.2)
N [1ICRL Distribution Point
CRL Distribution
o U CRL URL | Distribution Point Name:
Points (HTTP) non-critical Full Name:
(CRL "= A3) ' .
URL=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl
[1]Authority Info Access
Access Method=?157]# W54k (1.3.6.1.5.5.7.48.2)
. . ol=7% Alternative Name:
Authority Information ol
Alclce::y AFA ¢ non-critical URL-=http://ssl.gpki.go.kr/certs/ssl-ca.cer
O1B AR A3 OCSP URL [2]Authority Info Access
1 = (HTTP) Access Method=22}Ql  <AFA  H

(1.3.6.1.5.5.7.48.1)
Alternative Name:
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URL=http://ocsp-ca-ssl.gpki.go.kr

SCT List
M=a ASA

BYERE 535)

CT 211
37N o)

(<)

non-critical

4. OCSP 2" A#HResponder) Q154
21713 2154 OCSP URL : http://ocsp-rca-ssl.gpki.go.kr

- 7FJAF 214 OCSP URL : http://ocsp-ca-ssl.gpki.go.kr
gc aTAE *
Version
(0x02) V3 (0x02)
7
Serial Number 8ulolE o) @)
CELES) CSPRNG w4 |~ "
Signature Algorithim SHA256 RSA | sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
(9 22D P
Issuer flaspdls
. ()
(1=t Subject %t
Validity ;
Ho) 3d ()
(HE 717D Hh B
7 (13717 <154 OCSP)
B commonName = MOIS SSL. CA OCSP Responder #(n)
g nh=123.)
= ogranizationName = Ministry of the Interior and Safety
P & A _
Subject = o c01‘1_ntryName KR
& | ==
(&FAD o1+l ol =
CN, O, C | CF4& 2454 OCSP)
commonName = MOIS SSL Subscriber CA OCSP Responder #(n)
mn=123.)
ogranizationName = Ministry of the Interior and Safety
countryName = KR
Subject Public Key Info
(}\Jo 2 271 9]}’ RSA 2048 | Public Key Algorithm : rsaEncryption
ETTA S . .
bit RSA Public-Key : (2048 bit)
) Y
Basic Constraints A7k critical Subject Type=End Entity
& A e Path Length Constraint=None
Subject Key Identifi 37 7]
ubject Key Identifier .
% (287 7] AR Hash non-critical | (Z<°)
g 20u}o| E
¥ | Authority Key 37 SKI o
= | Identifier N non-critical | (Z<)
1% 7] 2D &
Key U
(;y A}za_s)ge (0x80) critical Digital Signature (80)
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Extended Key Usage

@ 7] AL A Gk non-critical | OCSP Signing (1.3.6.1.5.5.7.3.9)
(21371% Q134 OCSP)
[1]Authority Info Access
Access Method==2}?l <IFEA HH Z=2EF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
Authority Information 0CSp URL=http://ocsp-rca-ssl.gpki.go.kr
Access non-critical | &
e Ru ge | ORHTID GHA AEAH OCSP)
[1]Authority Info Access
Access Method==2}?l <IFA HH Z=2EF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr
OCSP No Revocation
Checking A gk non-critical | id-pkix-ocsp-nocheck (1.3.6.1.5.5.7.48.1.5)

(OCSP #=H A &<
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