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1.6.2. <fo

ARL: Authority Revocation List

CA: Certificate Authority or Certification Authority
CAA: Certification Authority Authorization

CABF: CA/Browser Forum

CPS: Certification Practice Statement

CRL: Certificate Revocation List

CSR: Certificate Signing Request

CT: Certificate Transparency

DN: Distinguished Name

DNS: Domain Name System or Domain Name Service
FIPS: (US Government) Federal Information Processing Standard
FQDN: Fully Qualified Domain Name

HSM: Hardware Security Module

HTTP: Hypertext Transfer Protocol

ICANN: Internet Corporation for Assigned Names and Numbers
IETF: Internet Engineering Task Force

NTP: Network Time Protocol

OCSP: Online Certificate Status Protocol

OID: Object Identifier

OV: Organization Validation

PKCS: Public Key Cryptography Standard

PKI: Public Key Infrastructure

PKIX: IETF Working Group on Public Key Infrastructure
RA: Registration Authority

RFC: Request for Comments (IETF.org)

SCT: Signed Certificate Timestamp

SHA: Secure Hashing Algorithm

SSL: Secure Sockets Layer

TLS: Transport Layer Security

URL: Uniform Resource Locator

UTC: Coordinated Universal Time
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HA, A 229
1. H&9 AdE71# ASA
PRt [TAE s
Version
(0x2) 3 (0x2)
=)
Serial Number BUFOI= ©1% ) 99.33.44:55:66.77:88:99:aa bbice:dd e 11
(¥Ewz) CSPRNG W= | T
Signature Algorithm SHA256 RSA |sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
NY uE2) P
. commonName = MOIS SSL Root CA
Issuer Subject o o £ th . ¢
718 2 aw %o ogranizationName = Ministry of the Interior and Safety
e countryName = KR
Validity 904 Not Before : July 15 05:18:42 2022 GMT
($&717D = Not After : July 15 05:18:59 2042 GMT
commonName = MOIS SSL Root CA
Subject qd £4 #% o . .
ogranizationName = Ministry of the Interior and Safety
(&5AD CN, O, C
countryName = KR
Subject Public Key Info .| Public Key Algorithm : rsaEncryption
RSA 4096 bit ; .
(52 7 7] AR) RSA Public-Key : (4096 bit)
Subject Key Identifier | &7 7] Hash .
non-critical | 22;33:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:ff:bb:aa
(&2 7] 2EA 20Htol E
i Key Usage (0x06) itical | keyCertSi RLSign (0x06)
X critica eyCertSign, cRLSign (0x
¥E @) A9 yLeroig g
Basic Constraints . Subject Type = CA
_ g critical .
71E A Path Length Constraint = None
2. AF713H AFA
PRt LTAE &
Version
(0x2) 3 (0x2)
=)
Serial Number BUFOIZ ©1% | 88.99:44:55:66.77:88:99:aa bbicc:ddees 11
(¥Evz) CSPRNG &= | T
Signature Algorithm SHA256 RSA |sha256WithRSAE tion (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
A FnB) P
718 ssuer HA4Y commonName = MOIS SSL Root CA
o (22 AN=71% ogranizationName = Ministry of the Interior and Safety
" Subject % |countryName = KR
Validity 10w Not Before : July 15 05:18:42 2022 GMT
($E717D = Not After : July 15 05:18:59 2032 GMT
. . commonName = MOIS SSL Server CA
Subject g4 &4 @& o . .
ogranizationName = Ministry of the Interior and Safety
(&FAh CN, O, C
countryName = KR
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Subject Public Key Info
(&3 34 71 BE)

RSA 3072 bit

Public Key Algorithm : rsaEncryption
RSA Public-Key : (3072 bit)

3

. N 2]
Authority Key Identifier ° o
?1=7]34 SKI | non-critical |22:33:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:ff:bb:aa
18 7] A4EA)
&
Subject Key Identifier | &7 7] Hash -
non-critical |11:44:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:ff:bb:aa
@F7 71 483 20vko] E
Key Usage (0x86) itical | keyCertSi RLSi digitalSignat (0x86)
X critica eyCertSign, cRLSign, digitalSignature (0x
] L) y g g g g
Basic Constraints . Subject Type = CA
_ 3k critical .
18 A% Path Length Constraint = 0
[1]Certificate Policy: Policy
Identifier=anyPolicy
Certificate Policy CPS OID & . [1,1]Policy Qualifier Info:
non-critical ) -
RI=A AA) URLMHTTP) Policy Qualifier 1d=CPS
Qualifier:
http://ssl.gpki.go.kr/legal/cps
Extended Key Usage . Server Authentication (1.3.6.1.5.5.7.3.1)
) IA non-critical | o
EHA 7] A Client Authentication (1.3.6.1.5.5.7.3.2)
CRL Distribution [l]C.RL.D1s.tr1but1<.)n Point
. CRL URL . Distribution Point Name:
Points non-critical
(CRL ¥ 4) (HTTP) Full Name:
URL=http://ssl.gpki.go.kr/arl/SSL-RootCA.crl
[1]Authority Info Access
Access Method=¢1=7]3% &F =} (1.3.6.1.5.5.7.48.2)
AR Alternative Name:
Authority Information A=713 URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
Access Q154 # | non-critical |[2]Authority Info Access
13 AR HD OCSP URL Access Method=22}Ql Q1A AH
(HTTP) (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp-rca-ssl.gpki.go.kr

3. 7hIA 28 fEAH HZOV) AFA
IR LA s

Version
(8 ) (0x2) 3 (0x2)
Serial Number 8ulo] E o] (@)
(QEN3) CSPRNG &= | = "

718 ;
Signature Algorithm . .

= A FaE=) SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)

commonName = MOIS SSL Server CA

Issuer A7 ogranizationName = Ministry of the Interior and Safet
O==b) Subject @ |8 Y y

countryName = KR
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Validity

=] Q) Z [e}]

(2717 Hd 397¢  |(HAW 397¢)

commonName = (Alo]E URL )
Subiect =47k ogranizationName = (J& 7]#4% )
(ALX}) CN, O, L, S, |locality = (§& A7 A&
= C stateOrProvince = (3% A% FF)

countryName = KR(=7}7)
Subject Public Key Info Public Key Algorithm : rsaEncryption

(& 371 71 BH)

RSA 2048 bit

RSA Public-Key : (2048 bit)

%3

Authority Key Identifier AS71H .
o1 ; &]éz}) o V| non-critical | 11:44:44:55:66.77:88.99:11:22:33 44 aa b ce-ddee-f-bbaa
gL BA
Subject Key Identifier | =71 7] Hash » .
(282 7] Az o0uo] = non-critical | (Required)
Key Usage . . .
] AL (0xA0) critical | digitalSignature, keyEncipherment (0xA0)
Basic Constraints . Subject Type = End Entity
oA 7F
18 Ad) I W critical Path Length Constraint = None
[1]Certificate Policy:
Policy Identifier=1.2.410.100001.100.1.2.2
[1,1]Policy Qualifier Info:
Certificate Policy CPS OID & non—critical Policy Qualifier Id=CPS
(Gl R )) URL(HTTP) Qualifier:
http://ssl.gpki.go.kr/legal/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
(Fd = 4 49
DNS Name = Domain Name 1
W=
Subject Alternative v
) AA e |4 seel 9 g
(287 A o) F4~(FQDN) DNS Name = Domain Name 1
=T = DNS Name = Domain Name 2
DNS Name = Domain Name 3
Extended Key Usage . Server Authentication (1.3.6.1.5.5.7.3.1)
A 7k -
@3 7 A8) w | non-critical | e Authentication (1.3.6.15.5.7.3.2)
CRL Distribution [1]CRL Distribution Point
. CRL URL » Distribution Point Name:
Points (HTTP) non-critical Full Name:
(CRL W= XH) ’ ' .
URL=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl
[1]Authority Info Access
Access Method=%1%7]9 W52 (1.3.6.1.5.5.7.48.2)
. . ol=71% Alternative Name:
Authority Information ol
y AEA H " URL-=http://ssl.gpki.go.kr/certs/ssl-ca.cer
Access non-critical .
Cl# AR B2 OCSP URL [2]Authority Info Access
= (HTTP) Access Method=&2}¢l Q=X AH ZZEZ

(1.3.6.1.5.5.7.48.1)
Alternative Name:
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URL=http://ocsp-ca-ssl.gpki.go.kr

SCT List
HBa A%A
EOES E-L)

CT 21
370 o)

non-critical |(Required)

4. OCSP -$-&AHResponder) 2154
°1=7]3 2154 OCSP URL : http://ocsp-rca-ssl.gpki.go.kr
NS

Points

7}FY4 A 9154 OCSP URL : http://ocsp-ca-ssl.gpki.go.kr
4= ATAY &
Version
(0x02) V3 (0x02)
=z
Serial Number gulolE o |
_ Z)
(¥aus) CSPRNG
Signature Algorlthm | 1) 956 RSA | sha256WithRSAERCryption (1.2.840.113549.1.1.11)
sha i ncryption (1.2.840.
N EweB) P
Issuer Ela=pdy g
) )
(Gl gzt Subject &
Validity _
Z 4 i [Ea
SE 717D Ao 3d Z)
7 (1&71¢# 454 OCSP)
B2 commonName = MOIS SSL. CA OCSP Responder #(n)
g m=123.)
= ogranizationName = Ministry of the Interior and Safety
25 &4 -
Subject - ° (i)liltryName KR
@& ol =
CN, O, C | CFA 154 OCSP)
commonName = MOIS SSL Subscriber CA OCSP Responder #(n)
n=123.)
ogranizationName = Ministry of the Interior and Safety
countryName = KR
Subject Public Key Info
(/\]o 24 2 ﬂy RSA 2048 | Public Key Algorithm : rsaEncryption
aTA &
bit RSA Public-Key : (2048 bit)
AR .
Basic Constraints » Subject Type=End Entity
~ oA ZF tical
1 A IR critie Path Length Constraint=None
Subject Key Identifi a7 7]
ubject Key Identifier i
QL' (287 7] 2E Hash non-critical | (2<)
% 208}l E
¥ | Authorlty Key WA AKI N
© | Identifier - non-critical | (247
& 7] 4EA) W
RL Distributi Q1F71# U354 CRL
c istribution CRL URL | non-critical (1131 A )

[1ICRL Distribution Point
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Distribution Point Name:
Full Name:

URL=http://ssl.gpki.go.kr/crl/root/Crl#1p#2Dp#3.crl

e
(CRL wi= AH) (HTTP) (7}AF 21=4 CRL)
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL-=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl
i(;y }\Iféa;ge (0x80) critical Digital Signature (80)
[1]Certificate Policy: Policy
Identifier=1.2.410.100001.100.1.3.2
Certificate Policy CPS OD % " [1,11Policy Qualifier Info:
) non-critical . -
Qe E)) URL(HTTP) Policy Qualifier Id=CPS
Qualifier:
http://ssl.gpki.go.kr/legal/cps
](E;f; d:’]d E}Z)Usage w4 | non-critical | OCSP Signing (1.3.6.1.5.5.7.3.9)
(1371 <1354 OCSP)
[1]Authority Info Access
Access Method=¢1%71# 54} (1.3.6.1.5.5.7.48.2)
e Alternative Name:
Authority Information e URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
Access v = non-critical | &
OCSP
1 A1 Z3) 7+ A 154 OCSP)
URL(HTTP) [1]Authority Info Access
Access Method=%157]1# 32 (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ssl.gpki.go.kr/certs/ssl-ca.cer
OCSP No Revocation
Checking TG non-critical | id-pkix-ocsp-nocheck (1.3.6.1.5.5.7.48.1.5)

(OCSP =# &)
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