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1.6.1. A<

o AHE ABARIFA(GSSL) : AAAFH A2x2A9s sdst= He -
713 2 SAe] Esta, AR SlALo]E9l o] 821 Hehg-A
bl ALEE HARE k@A BEslr] s - B33 g5
AHEEE AR ARE TR

o AE YEIRIFA(GCSSL AAEFINR1IF) private key) : FH JEA
ASA(CSSLE AAd3st] flste] ol&ste A FR=E 7HYATL
H{sls ARE 23}

o AR QRAJAZA(GSSL AZ7|(F/M7] public key) : HFE 4wt
ASAGSSLE AF3t7] f18td o] &sh= A AHRE QASA ol

e 3|A] F4(Hash Function) : ¥ole] Aojo] ExEe uwAd oo
o =ALE wiFsty F= T HOHE A=, XSsAY
AXE vt WHEE AAE ] 7
(hash value)elz} 3tc}h. A <=
W2 SolA $8&HE 23 &5 Jhed do|d.

o BT ABA T A A, T R 5 WA, 1B - ABA
AAZSCRLY B2 5 AFA B AF A 159 B 5o
JRE T



AFM FHABI(CRL) : AFAH Fejo] AW AFMEY B=oz
AZ7\ Bl A FA1HoE BFSE AAH A0S TAG

A% 71WCA) : AANT AFAE LI AF ABOE AFA
WA BECRDE 771402 s, Exjolxd] 3718 AZHs}
AFAHA ZRCRLE AN 59 AZUTE FIFHoh

AF : AR YRIRIZHGSD A7 AAAAIA s ks
ARE A ol F FWH Fr YN DA

ANZE AFAH A AZOCP) : AFA ANEZBCRDE IS
S4 2IE MAZLOE AFA JHE AFF F Y= =
AFA e ANY AF TEEZL TAG

SS9 AF/BOIRE AFYRY ARE FYRE 52
Qs AFA Y JRE A AF7)B JRRAGTES 59
s otk SEHAAE AFAE 2FsE AUAE ABsta
AF3 ASH AF ARE AFT F A=Y 55

5 .
AF  AEAOD) : AR PEAAZA(GSSL) ol 719
(DN), &332}, WA S 7|21 9o <1g)
S A (Object) 2t

g
o
>,
ofo
g

AR IFHSE FoAsts W
(OID, Object Identifier)g} &kc}.
7FAAF - JIS7IBOZHE QJAFSAE EaES - 7|3 2 GAE
gl

AAZNF 0 AR ARMISFAMGSSLE TFHy] s AFAE
AAg M -7 9 SGAE L

AAA - AR QRAJFAM(GSSLE Ity Y3 AH7|#S

i Est= Mde 2T

CA/Browser Forum : =A| AZ7|#o] FZFsoksl= QL TAISGS
AAsta #Yste JAS7|H € BegpeAE FA8E A Itk
FAJEAFAAE 7| FICANN)  FARJEIUFL2T 7= 1998
doll AgHE AU Hl=2Y 2, Z]eA, A 9 AR @A so=
74" 71He®E JAEYl DNSY 7«4 #e, P F4& 3¢ €T
ZEES ygH g A, FE AW A2=H #Ag T JFE £
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7R = AR/ EE7E e HA9 =7F Aol Kk
e 7)1

AZ4 F8A(Certificate Transparency) : <USA 2l TFS ZYEH
skl ZAbelr] ffsll 371 211 AlzEll BE JISAE 7]1Fste] 4
& F AEE 3= AU Hek 2FS EITH

CSPRNG(Cryptographically secure pseudorandom number generator)

D AEehHo R QR oA Her Y] e dEstd oA de AT

Z+FrAHSubject) : AFA Wl 71" &wAbe] a3t BA

1.6.2. ¢Fo]

ARL: Authority Revocation List

CA: Certificate Authority or Certification Authority
CAA: Certification Authority Authorization

CABF: CA/Browser Forum

CPS: Certification Practice Statement

CRL: Certificate Revocation List

CSR: Certificate Signing Request

CT: Certificate Transparency

DN: Distinguished Name

DNS: Domain Name System or Domain Name Service
FIPS: (US Government) Federal Information Processing Standard
FQDN: Fully Qualified Domain Name

HSM: Hardware Security Module

HTTP: Hypertext Transfer Protocol

ICANN: Internet Corporation for Assigned Names and Numbers
IETF: Internet Engineering Task Force

NTP: Network Time Protocol

OCSP: Online Certificate Status Protocol

OID: Object Identifier

PKCS: Public Key Cryptography Standard

PKI: Public Key Infrastructure

PKIX: IETF Working Group on Public Key Infrastructure



* RA: Registration Authority

e RFC: Request for Comments (IETF.org)
o SCT: Signed Certificate Timestamp

e SHA: Secure Hashing Algorithm

e SSL: Secure Sockets Layer

e TLS: Transport Layer Security

e URL: Uniform Resource Locator

e UTC: Coordinated Universal Time

e DV: Domain Validation

e OV: Organization Validation

2. AA B AL

ANFFFEACPS) =&, V& WA A7 Fdo|A|(ssl.gpkigoknel A

. AEAFF2 o HAAG D A HE 5.4 &5 w} 7= - B3I
2.1. AFA

ANF71 S Azl AR PHAJASMGSSL) ASHUFFACPY)S EFs]

. AR YRAJVZAGSSL) 2ZHFEH(CPS)

o b AT BFE YR AFA HAZZCRL)

. TP Aol BFE AF/# AFA A ZZARD)

c ANNAZIT L AZI B AFA

« 7] BV Basthn BeEE s BA EE R

SAFEACPY)L M & 74 ool F/NE ALl WA

01%71Jﬂr—8— ‘-‘d%ﬁ g 8 dE ARE Y A 018 ¢ AEF

A CIPAE ssl.gpki.go.kr

A A L gssl@klid.or.kr

3 (03923) A= vlEF AUE 301
78l +82 02)818-3000(Ext. 2)

2~ 482 02)2031-9363



2.3. ZERZN F7]

7R 15419
Aol ASA
A CABrowser Forume] Aol whe} 1EHFE=2S H4 o

o) =

1 O

Nt

A=A A=
7 %) %

Z(CRL) 1¢ oy ZBA=EMH, AZ7|H
E(ARL)ES HA 1471€wm
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- privilegeWithdrawn (7)

73. AAZE ASA dH HS 229 74

AAZE JAFSA AH ASOCSP) &3 RFC 6960 FF< =3t <
=713 AR A 2(Authority Information Access)oll AAZF 2AZFA] AHe)
AZOCSP) FFA URLE &3l AAZE dSA Al HS(OCSP) A%
of ™ S$E&  AFIch CA/Browser Forum  7]=(Baseline

Requirements)oll we} @FE A &2 ASA s Good $HS #|&3t

A5(0CSP) THe v e AS7H E=e AA

(OCSP) &-w+x}7} A s},

>
>
)
r o]
olN
X
ox
olN Ru)

L

SAE 7kxl OCSP &HAHOCSP A ™ <l5A{+= RFC 696001] é
g

23 QAFAE EF3ted, Root CA, CA AZAe] thd OCSPLHA, 2%
7} #HAE A9, CertStatuse] Revokedinfo Woll revocationReason 2

=7} whEA 2R sk of Fho},

2
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71 FBAFE Fd%Y. A R A= CA/Browser Forum 7] &(Baseline
Requirements) 8.6 &5 FZFslodof st

1
U710l =9 2 st AFAHI 2ol it DAbs Ha A 18] A

8.2. W7} A % A4
AE YHIRIZA(GSSL) A= ohed 2e #2497
o] srePsteiof gt
o AR tidAReke] Sy A0l fml HA €= A
¢ YEHAE(WebTrust) BE% olo] Zdl= ZA = A 7|ES A
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« HE AR 4 B A &9 AP &t A

o WH AR AL 7|He] ASE AQsta, By A& A1 el F
2 1009 289 A Iz HE AY MY 1 I (Professional

Liability/Errors & Omissions insurance)S #A|3tx s A 7]

&+
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8.3. I AL el thet H7EAe] BA

BAAE S tgAbsh AR 2 A A oSl AT flofok Fe,

8.4. {7} HY
AL A RAEHZE A 7]E=(WebTrust  Audit  Criteria) 2
CA/Browser Forum 7]&(Baseline Requirements)2 7]¥Fo2 <1=7]3%

o) QFAu 2Tt A TS SAAw

8.5. W7 A3} =X

AR Sl ta Beld, 71ed 22T Hdo.

A BIA = A57]3e] Had ASAe #d A=", B 2 Axjof
w3k W&ol AT, AS7HS A RS PYACIEE T8 30
gt ISV FREARQl AL ool FaFs FIAA] e dRbAQl AL
A= FINEHA Fotxe FHbsit
A iAol H4S b33 22 Bt ghdo] Fad AR7E £33
Ho Atk

o TALE W 7He HA

o TAE FEE 229 olF 2 F4&

o wA ASAE 2IT Be HASRISIIH B sk ISV AT
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o 4 RISA 8 Ad 715 AAskEE AR AA ISR 239

o A oA RxHE A EA4 EE0MAE 23

o A BEAH 717 =5 5 AH Uik HuRJIA AR

o AA JIZte EFSkE A 7IREY AEY B FRY
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9.5. A& A41+4A
% YUARIZAGSD) AFAAZTE BT BE A7) A PR Ik

9.5.1. AFA R HA FE g AH4-d

FAGAT= AAEA ASAE AL F A= AYE BEAFeH, HA
BARE FAT HYo] Utk

9.5.2. AFde] A4tdA

A YEIJASAH(GSSL) AHlZ= Fofztes FAJRHETE B ASHF
FHCPYC W BE AA A4ESE BFFES AT

9.5.3. B Aia

7t 7HAA ASAel 23 EE 713E, =W § DN FHe fig
2E AgE EAdTh

9.5.4. 71%¢] A4tA

7FAAE 7EA A A1), FATIC giE BE dEE BAg

96. A& 2L BF

961 AE7H e B nE

Az P B AEPREE w slAste] WE ofge] PAH Ao
2 Agetn Agss AFAu 2z ta) oHE W&o} BEE &
GrTh AZVBE B AZYEEACPS)O AR W oA ol
Apgrel] thal x&d)

- TS BY N, 8, ARTHE 2 2H 25

« CRL %@ OCSP o] 4714l AN 2 guele

2 Q= F=A(CPS) % CA/Browser Forum 7]&(Baseline
Requirements)ell A5 H4& 84 &5
o ZHo]A o HAA FA

_52_



9.6.3. 7IYA e & BF

AZ71 B AR A E ol GOk AR AZ/B D AZA
S99l olo)S Hfs) AL B FEe| oy I BFL F=s 2THG
AF7| B AFM BF Aol AZ/F L ASAH FHUA PAH o)

& 9id e F shie £ARn,

)
10
X
=2
> 2
ol
z
o
i
o

(o]
off
lo

]_
. olgetol ta 41478l %9
o

VL7182 7FdAE AlbA == o] §ofdo] AA7ReA WAz A&
7hedtA &l AAE AddH. F A EF, Foe dsA 24
uet Tase AdSA FHSdo AS71HEe] THdANA THEe= 4
ASA7F 7FdAE AlFA s ol &ofde] A8<S WEs] e T, 4 JASA
g4 disf Bxe FoE LAY oA Jje ASA 24 3 Aol
s & /IE Eobx Ay 4 Aot

7FAA AGA e o] &l A7 ElA e 22 oF-¢
HESe Fasts =30 T¢H I

J

CAoll A-galof st= of%F 9 B

« JH7] B3 o A7l 23T ASACl £3F}E I ST
st JiQIZIE @5 Ao, 71E #A R 3 A-SA 2z
el = dElAQ 2AEHMF & oF H BF

o JASA 8 ZFAATE M 8e AEshA AES S]dsk=
ofF g BHF

o AFA ARE ¢ QFAMol EFE subjectAltNames Fa|MT HIT
T Ae AR JASAHE AAsta, BE #d HE 9 7iA A
°F A PE—‘C— ol &ofol me} AFAE AHES|oF e ECR

HA D ASA e T AT} Bt 71YAte] A1)}
@Xﬂi 2R AGHAY E4E A A ASA HAAE 835

_53_



o o 2 Bz 2) dZA

o Ao} 5

=

A7) AHe-

g

bzs

= 8

Ao #HA

Al

];q]o

Nlo

=K
s
o}
JJ

)

4

"

olo

71&o] 7 AL Al FA

g

T A%

wK
0

0

ALY

o

, A B

e 4

S

Sk

-
[e)

Hy 58 7}

e

s}

B
—_

THH

PN
T

(o1
=2

N E

= =
= "1

T
-
7K
fuze]

—_—

0
~

.EL

(S
A

%

9.6.4. 213 ZAR HF

9.7. B3 WA A

Eg)o] @ A

YA

2 CPSell HA|

aL
o

-

gk TJ2(AS AVAILABLE)" A

LN
o

TIHHE(AS 1978 AR 7T

“ol=
AN

=
—

ay
e

37

T—
T

Fo 2K (71%, 154, CRL

=

A137}]

T—
T

o Aol Al A

=}
=

QL 7-7}

—_—

o
wK

No

o

Tou

x
o

Aol A7

s

ks

Mulz B AlFo] B 7IHE SFAIIAY d5A o o

Y 2

43

Z %
Zl

_54_



o 7h8

Ea

R

7182 AF B AH

A

ohu .

o
T

14 e 9B AE A

9

I<]
pul

=]

(GSSL) AMm|2=E o] &

§-_]__

A A

9.8.

=K
mﬁ
il
Jvmo

%

k=

Nlo

—_—

A(GSSL) <

S AJ(GSSL) A}

=1
=

HoAdP wE g

2

= o]grel tial <

&3 ddst] A H

9.9. w4

[——y
1o

gy

<A F=2(CPS)& A4l AA

il

0

9.10.2. T&

%l

A MRz A=

T
T

A

il

e X3

A8

3

9.44MJAARR S o] F)9

Ak
o)
aK o)
of
=3 Uﬁ
by oF
ud NJo

e
T o

o

R

JehE AFAZ ALHAY BEE G71A

9] 9.8(
TRHC

— BF X
K b
Jy No m
< o) oA
oz N

0

_55_



s olwld o

S

A=

E

]

|

| ey

A
T Aoz 301 KLID Tower

L 52 olujol

=

o,

7]
TR A B e GSSL £+

7132 oWdE B Q
T A mf
oW Y: gssl@klid.or.kr

1

°
yal

71 A A A(ssl.gpki.go.kr/legal/cps)©l

9.11. JAAE 9 EX
IRzR=

9.12. /NA

.

Hlo] £ o] of

N
N
ol
oy
Njo

0

.

)

S}A]

=3 AR A FA

nH

oV

—_
fite)

i

)

(CPS)oll of

]

pzs
a

Z B ==
‘B‘OIEI]‘I‘T':

]

] o

S o
T

ok 54 W

-

0]

A A%l A

7
1

9.12.1. 7§ A=At

9.12.2. A =X

PN
T
-

o

(CPS)<|

]

) X_l
N
Ak
oy
NJo

—_—

ASA(GSSL)e <

o)A Aol AA

_56_

bof ALgApel Al B STt

<)
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A, AEA Z2HY (A A)
LR T 71 AT
= LTA s
Version
0x2) 3 (0x2)
(G R
serial Number SIS O1 ) 90.93.44:55.66.77:88:99-aabbrccddee R 11
(A9 %) CSPRNG w4 |7 0 e
Signature Algorithm . .
SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)
(N9 F1EZ) P
) commonName = MOIS SSL Root CA
7] Issuer Subject ogranizationName = Ministry of the Interior and Safet
C) ws s | % Y y
2 countryName = KR
¥ | Validity 904 Not Before : July 15 05:18:42 2022 GMT
E (& 717D - Not After : July 15 05:18:59 2042 GMT
commonName = MOIS SSL Root CA
Subject qd+ £4 % o N .
ogranizationName = Ministry of the Interior and Safety
(&fAh CN, O, C
countryName = KR
Subject Public Key
Info | Public Key Algorithm : rsaEncryption
RSA 4096 bit , .
(&fA &7 RSA Public-Key : (4096 bit)
AR)
Subject Key i
Identifier Z717] Hash non-critic |22;33:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:f
20mu}o| E al f:bb:aa
 lana A 2 el
=
g Key Usage (0x06) critical | keyCertSign, cRLSign (0x06)
C o A e
" |Basic Constraints . Subject Type = CA
) a4 g critical .
12 AD Path Length Constraint = None
A7 ASA
= LTA s
Version
0x2) 3 (0x2)
(G R
Serial Number BRFOIS C1 1 | 68.00.44:55:66.77:88:99:a2:bb:ccddrees 11
(¥dE¥3) CSPRNG &= | 77
7] Signature Algorithm SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)
2 |19 gna®) ypHon 122880 oA 5
commonName = MOIS SSL Root CA
¥ |fssuer H&AAS7H o N .
= ) ogranizationName = Ministry of the Interior and Safety
- |(&FA Subject Zk
countryName = KR
Validity 104 Not Before : July 15 05:18:42 2022 GMT
H& 717D - Not After : July 15 05:18:59 2032 GMT
Subject 4 £4 | commonName = MOIS SSL Server CA
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ogranizationName = Ministry of the Interior and Safety

(M o ol fe

284 CN, O, C
(A countryName = KR
Subject Public Key
Info | Public Key Algorithm : rsaEncryption

RSA 3072 bit
(52 ZN7] RSA Public-Key : (3072 bit)
Ax)
Authority Ke
Idenﬁﬁez y H4b9191 %79 | non-critic |22:33:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:f
Gl 7] A SKI % al f:bb:aa
Subject Ke
IdeIlltifier Y Z787] Hash | non-critic |11:44:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:f
(a8 7] AEAp 208}o] E al f:bb:aa
Key Usage . . . .
] A8 (0x86) critical | keyCertSign, cRLSign, digitalSignature (0x86)
Basic Constraints » Subject Type = CA

1R A critical

12 A

Path Length Constraint = 0

Certificate Policy
R1FA A4

[1]Certificate Policy: Policy
Identifier=anyPolicy

CPS OID & non-critic [1,1]Policy Qualifier Info:

URLHTTP) al Policy Qualifier Id=CPS

Qualifier:
https://ssl.gpki.go.kr/legal/cps

Extended Key Usage
(7 71 AH8)

non-critic |Server Authentication (1.3.6.1.5.5.7.3.1)

w4 7F
aE al Client Authentication (1.3.6.1.5.5.7.3.2)

CRL Distribution
Points
(CRL "= A4)

[1]CRL Distribution Point
CRL URL non-critic Distribution Point Name:

(HTTP) al Full Name:
URL=http://ssl.gpki.go.kr/arl/SSL-RootCA.crl

Authority
Information Access
O1#F AR HD

[1]Authority Info Access

Access Method=¢1% 71 Ela=pay
(1.3.6.1.5.5.7.48.2)
HFAJNE Alternative Name:
AFA A non-critic URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
OCSP URL al [2]Authority Info Access
(HTTP) Access  Method=2-2}2l  RQIFA H ZEEF

(1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ocsp-rca-ssl.gpki.go.kr

A 2 FEA

A45(0V) JI5A

dcd 8T AN} s
Version
7]
u (1 4) 0x2) 3 (0x2)
¥ |Serial Number gulo] E o]t (92
E (gdauz) CSPRNG &= | = "
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Signature Algorithm

SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11
7 ez yption ¢ )
— commonName = MOIS SSL Server CA
Issuer ds7d ogranizationName = Ministry of the Interior and Safet
(233 Subject 7t | %8 y y
countryName = KR
Validity . a9 |z S
& 717D Aol 397¢ | 3979)
commonName = (£H|Ql o|& H)
g2 &4 7)F izati = (95 7199 F»2
Subject I+ &4 3 ogramzatlonName i Ox Eu7 g I
(292) CN, O, L, S, |locality = (N/&/7- & AH]
i C stateOrProvince = (FHA|/= 5 ZF)

countryName = KR

Subject Public Key
Info
(2fA 717

RSA 2048 bit

Public Key Algorithm : rsaEncryption
RSA Public-Key : (2048 bit)

AR)
Authority Key 91Z7)% | non-critic |11:44:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:f
dentifier SKI 7t a  |fbbaa
1% 7] AEAD e o
Subject Ke "
Idelitifier ’ S717] Hash | non-critic (Required)
T I al
Key Usage . e .
] A48 (0xA0) critical | digitalSignature, keyEncipherment (0xAQ)
Basic Constraints o Subject Type = End Entity
A 7F
18 A e W critical 1 p Length Constraint = None
[1]Certificate Policy:
Policy Identifier=1.2.410.100001.100.1.2.2
[1,11Policy Qualifier Info:
Certificate Policy CPS OID ¥ | non-critic Policy Qualifier 1d=CPS
g (934 BH) URL(HTTP) al Qualifier:
s https://ssl.gpki.go.kr/legal/cps
¥ [2]Certificate Policy:
= Policy Identifier=2.23.140.1.2.2
. . DNS Name = Domain Name 1
18\11:;1]1?‘[ Alternative A4 Z=wl | non-critic |DNS Name = Domain Name 2
xag 94 o)D) F4(FQDN) al DNS Name = Domain Name 3
Extended Key Usage 04 2 non-critic |Server Authentication (1.3.6.1.5.5.7.3.1)
E&EF 71 A8 e al Client Authentication (1.3.6.1.5.5.7.3.2)
[1]CRL Distribution Point
l()lc};iti)lstnbutlon CRL URL non—critic Dli:tlzll?l;\t]z);:omt Name:
(CRL W= A7) (HTTP) al ’
URL=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl
Authority A7 non-critic | [1]JAuthority Info Access
Information Access AEA & al Access Method=¢1= 71 1=y
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(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ssl.gpki.go.kr/certs/ssl-ca.cer

OCSP URL [2]Authority Info Access
3
1% B8 A2 (HTTP) Access Method=&2}Sl JAFA AH =Z=ZEF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr
SCT List ..
HHE 9% ﬂ e | T equired
HYsgE 88 7
72 =2 F82A AZSDV) A=A
gcd 8 TFA} e
Version
(0x2) 3 (0x2)
()]
Serial Number 8ulol E o]
. &=
(€8 3) CSPRNG =

Signature Algorithm

SHA256 RSA |sha256WithRSAEncryption (1.2.840.113549.1.1.11)
(9 %TEE) P
commonName = MOIS SSL Server CA
7] |Lssuer Bl ogranizationName = Ministry of the Interior and Safet
2|23 Subject gt | y y
2 countryName = KR
Validity } i}
= N A 3979 (A 397)
F& 717D
Subject I+ &4 #
commonName = (W3 °]& )
(&2 N 19 ols 8
Subject Public Key
Info RSA 2048 bit Public Key Algorithm : rs?Encryption
(&2 Z7) RSA Public-Key : (2048 bit)
Ax)
Authority Ke
= el AS71 non-critic |11:44:44:55:66:77:88:99:11:22:33:44:aa:bb:cc:dd:ee:f
Identifier AKI %t a  |fbbaa
1& 7] AEA o
Subject Key .
e 7071 Hash | non-critic _
Identifier somto] £ A (Required)
g (&R 7] AR B
& |Key Usage
(0xA0) critical | digitalSignature, keyEncipherment (0xA0)
2 |G A8 glabie yERep
E |Basic Constraints » Subject Type = End Entity
_ ad g critical _
18 A% Path Length Constraint = None
[1]Certificate Policy:
Certificate Policy CPS OID ¥ | non-critic Policy Identifier=1.2.410.100001.100.1.2.1
Q=4 ZA) URL(HTTP) al [1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS
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Qualifier:
https://ssl.gpki.go.kr/legal/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.1

DNS Name = Domain Name 1

Subject Alternative ) » )
A =l non-critic |DNS Name = Domain Name 2

Name

o g4 o) +2~(FQDN) al DNS Name = Domain Name 3
Extended Key Usage 24 2 non-critic |Server Authentication (1.3.6.1.5.5.7.3.1)
&4 7 A8 al Client Authentication (1.3.6.1.5.5.7.3.2)
[1]CRL Distribution Point
CRL Distribution . Distribution Point Name:
Points CRL URL non-critic Pull Name:
(HTTP) al

(CRL wi= AH)
URL=http://ssl.gpki.go.kr/crl/ca/Crl#1p#2Dp#3.crl

[1]Authority Info Access

Access Method=¢1% 71 Ela=pay
(1.3.6.1.5.5.7.48.2)
AE71H i :
Authority OJ%/H] 9 non-critic AltL?Ir{rJitkll\t/tep:I/\;:;zpki.go.kr/certs/ssl—ca.cer
Information Access OCSP URL al | [2]Authority Info Access
1 AR HD _
(HTTP) Access  Method=2-2}2l  RQIFA H ZEEF
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr
SCT List CT 21 non-critic
AHHEE A=A 3 o)Ak A (Required)
BN 2"E 5 8)

OCSP &g A#HResponder) ¢15A ZZuld(Qh)
- 1ZF7]# A3A OCSP URL : http://ocsp-rca-ssl.gpki.go.kr
F4AF 9154 OCSP URL : http://ocsp-ca-ssl.gpki.go.kr

-7
I 8 TFAE #k
HA (0x02) V3 (0x02)
8ulo] E o] %
dEHS 24
- CSPRNG w5 | =~ "
AFA AH
SHA256 RSA | sha256WithRSAEncryption (1.2.840.113549.1.1.11)
dyE &
=gty Ela=pats
. )
(Issuer) Subject
a7z LTAR QS | 14
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(213717 Q154 OCSP)
CN = MOIS SSL CA OCSP Responder (n)

n=12 3 .)
O = Ministry of the Interior and Safety
AR I
(Subject) CN, O, C FHelA A=A OCSP)
CN = MOIS SSL Subscriber CA OCSP Responder (n)
n=12 3 .)
O = Ministry of the Interior and Safety
C = KR
AR Public Key Algorithm : rsaEncryption

TN AR

RSA 2048 bit

RSA Public-Key : (2048 bit)

Subject Type=End Entity

71 AR w8 % non-critical Path Length Constraint=None
A 7] $717] Hash non-critical | (2<)
2 %) 209}0] &
sz 7 ZEA AKI non-critical | (2<)
A1 2 ZF
e - (21371% 2154 CRL)
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
CRL CRL URL URL=http://ssl.gpki.go.kr/crl/root/Crl#1p#2Dp#3.crl
non-critical | =&
24 (HTTP) HQA 21EA CRU)
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL-=http://ssl.gpki.go.kr/crl/ca/Cri#1p#2Dp#3.crl
AFA 7 .. .
A (0x80) critical Digital Signature (80)
Sz A A CPS OID % non-critical [1]Ce'rt.1flcate Policy: Policy
URLHTTP) Identifier=1.2.410.100001.100.1.3.2
Qxf}%% d A gk non-critical | OCSP Signing (1.3.6.1.5.5.7.3.9)
(15718 <154 OCSP)
[1]Authority Info Access
Access Method=¢1% 7] 2372 (1.3.6.1.5.5.7.48.2)
Alternative Name:
e g2 1S A URL=http://ssl.gpki.go.kr/certs/ssl-rootca.cer
o 2 OCSP non-critical | [2]Authority Info Access
s URL(HTTP) Access  Method=22}$l 1ZA] a2l TRES

(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-rca-ssl.gpki.go.kr
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7+ A AZFA OCSP)
[1]Authority Info Access
Access Method=¢1Z 7]|& 232 (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ssl.gpki.go.kr/certs/ssl-ca.cer
[2]Authority Info Access
Access Method=2}<1 QlEA 2 El ZTRES
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp-ca-ssl.gpki.go.kr

OCSP No
Revocation
Checking

kl

o

2y

non-critical

ocspNoCheck (1.3.6.1.5.5.7.48.1.5)
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